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WebSphere software platform

WebSphere software platform

Business portals enhance user
experiences.

Integrate applications and
automate business processes.

* \WebSphera Portal
* WebSphere Portlet Factory
* Business Integration

Business
Portals

* WebSphere Busingss
Integration Server

= ‘WehSphere Process Server

: Business
= WebSphere Integration Integration

Developer

* ‘WebSphere Business
Services Fabric

= WebSphere DataPower SOA
Appliances

= WebSphere MQ Rapidly build and deploy
* WebSphere Message Broker applications for e-business,

= WebSphere Enterprise
Service Bus

Foundation and Tools

= WebSphere Application
Sarver

* WebSphere Extended
Deployment

= Rational Application
Daveloper
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WebSphere Application Server family

« Multiple deployment options; multiple business models

A
Scalability,
performance, Network
functional Deployment
breadth, and WebSphere
depth Application
Server
(base)
Reduced
acquisition [ ] Built on common WebSphere code
cost, small Community :
footprint Edition [ ] Built on open source technology
Fast deployment of single High transaction volume, high

application, low transaction volume availability, and clustering
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WebSphere Application Server V7 packaging

License

WebSphere common

Scalability, clustering,
high availability, central
administration,
and so on

WebSphere common

WebSphere common

base code base code base code
WebSphere WebSphere WebSphere
Application Application Application
Server Express Server

© Copyright IBM Corporation 2009

Server Network
Deployment




Flexible management

» Does not replace traditional cell model
» Coordinate management actions among multiple deployment managers
» Asynchronously administer multiple unfederated application servers

Cell Node |_- Job manager
Deployment /
manager
Node / R Node
A |
Administrative
Node agent Node agent agent

- = A

Application Application Application Application
servers servers server server
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Assembly and development tools

» IBM Rational Application Developer for WebSphere Software
product provides supported assembly and deployment tools
— The license for assembly and deployment capabilities does not expire
— The license for development and other capabilities is available on a limited
Trial basis

IBM Rational Application Developer

Assembly and Deployment tools

Eclipse [i
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Checkpoint

1.

What is the main difference between the Express and base
WebSphere Application Server editions?

Which WebSphere Application Server edition do you need if

you want to deploy a single application with low transaction
volume?

True/False: Flexible management replaces the old cell
administration model.

True/False: You cannot use the assembly tools within
Rational Application Developer with the trial license.

© Copyright IBM Corporation 2009



Checkpoint solutions

1. What is the main difference between the Express and base
WebSphere Application Server editions?

— The Express edition license only covers two CPUs. The license for the
base edition covers unlimited CPUs.

2. Which WebSphere Application Server edition do you need if
you want to deploy a single application with low transaction
volume?

— Any edition will allow you to deploy a single application with low
transaction volume.

3. True/False: Flexible management replaces the old cell
administration model.

— False

4. True/False: You cannot use the assembly tools within
Rational Application Developer with the trial license.

— False
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WebSphere Application Server
architecture — standalone
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Version 7 packaging

WebSphere Application Server Network Deployment

Clustering Node Agent Deployment Manager

Web Services Gateway

WebSphere Application Server
&
WebSphere Application Server Express (up to 2 CPUs)

Web-based Admin

EJB Container

Web Container
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WebSphere Application Server basics

» WebSphere Application Server
— Is a platform on which Java-based business applications run
— Is an implementation of the Java Enterprise Edition (JEE) specification

— Provides services (database connectivity, threading, workload
management, and so forth) that can be used by the business
applications

Application

Application Server

Hardware, operating system, database,
network, storage ...
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WebSphere architecture runtime (10 of 10)

Browser

HTTP(S)

HTTP Server

.
HTTP(S)

Plug-in
configuration
file

SOAP/HTTP(S

Web services
client

Java client
Application Server
( \
Web contamer / EJB container\ RMI/IIOP
3
N T
o Servlet JSPs
Q
o
ro= JDBC
3
o
& f _ A _ —\
2 \Web services engine| | Messaging engine
(D dl
- 1
N\ J Application ;

data

[ Dynamic cache ] (

Name server ||(

Security

( Data replication ] ( IMX

JIl and so on

)

SOAP/IMS
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Removing enhancements

Specify options for installing enterprize zpplications and meodules.

* Resources can be ignored.

> Step :Select Select installation options — Remove enhancements
installation options
SemE rep Specify the various options that are available to prepare and install from EAR before deploying
madules to servers [ Precompile JavaServer Pages files (preferred)
Step 2 Summary Directary to install 2pplication
— Uncheck Process
¥ prsvisus sorlcsin embedded configurations

I_ Use Binary Configuration

* Will only be prechecked if
there are enhancements

[ Deploy enterprize beans
¥ Create MBezns for resources

[T override class reloading settings for Web and EJB modules

Reload interval in seconds

[ Deploy Web services
Enterprise Applications FIE

validate Input off/warn/fzil
warn ¥
Enterprise Applications > TradeApplication > Application scoped resources

v ] ]
| Process embedded EOHFIQUI’EtIOD Use this page to view the resources that are defined by the enhanced EAR

within this application.

* Resources can be viewed, but Prefarances
not through the normal screens. )

_ CIle Application scoped Name 7 ?'INDI name I: | Resource type I3 | Provider I | Description
. Trads jdbc/tradeds DataScource Trade Trade
resources under the enterprise =
Total 1

application
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Enhanced EAR

* Enterprise archive containing Java EE artifacts plus resource information
needed to install on WebSphere Application Server
— JDBC resources (datasources)
— Class loader
— JAAS authentication aliases
— Shared libraries
— Virtual host information
» Benefits: improved productivity
— Application resources and properties
come with the application
— Application install process creates the necessary resources within the
server or cluster
— Moving application from one server to another also moves the resources
» Support integrated with the IBM Rational Development and Assembly and
Deployment tools
— Found on Deployment page of application deployment descriptor

* Warning: Can possibly cause problems if unintended application scoped
resources are used in production
— Enhancements can be removed or ignored during application installation.

© Copyright IBM Corporation 2009
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WebSphere architecture administration (4 of 4)

= L1 B:’ - -
Application Server
4 ) N
m (\Neb contamer [EJB container Admin
\ 3 service
: (on
Web-based i
administrative a Servlet JSPs EJBs
console HTTP S D)
or HTTPS 4 & Admin
T Al.m't'? MBeans \{
:I application :g )
o
wn 4 . N\ & . .
o Web services L1 Messaging engine
2 > engine XML
(1) configuration
-~ J U JAN files
SOAP/HTTP - .
Dynamic cache Name server Security
Data replication JMX and so forth
C:\> wsadmin
RMI/IIOP

wsadmin
command-line client
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WebSphere profiles overview

* Profiles are sets of files that
represent a WebSphere Application
Server configuration.

» WebSphere Application Server files
are split into two categories:
— Product files

+ Set of shared read-only static files
or product binaries shared by any
instances of the WebSphere
Application Server product

— Configuration files (profiles)
» Set of user-customizable data files

* Files include: WebSphere
configuration, installed
applications, resource adapters,
properties, log files, and so forth

N
N

WebSphere
product files

~
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WebSphere profiles benefits

» Benefits of profiles:

— Each profile uses the same product files.
— Simpler than multiple WebSphere installations.

» Less disk space

« Simplifies application of product updates

profilel
00 O |
J J

J J

J

J

profile2

J

J

|==

J

E 5 profilet
1) bin
I2) config
IC3) configuration
1) consolepreferences
1) ete
1) Firststeps
I3 installableapps
I3 installedapps
1) installedConnectars
1) installedFilters
1) logs
IC5) properties
IC5) staticContent
1) temp
1) tramlog
I5) wstemp

= ) profilez
1) bin
I2) corfig
I2) corfiguration
|) comsolepreferences
1) ete
|5 Firststeps
|5 installabletpps
|5 installedapps
) installedConnectors
) installedrilkers
1) logs
) properties
| staticContent
1) temp
|5 trarlog
|5 wstemnp
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B ) AppServer
I bin
[ configuration
[ deploykaoal
[ derby
[ dew
I et
[ Features
|5 Firststeps
| installablespps
[ installedConneckors
[ java
[ lafiles
= b
[ links
[ logs
| optionalLibraries
[ plugins
= 5 profiles
[ DmgrPrafile
[ profile1
[ profilez




Profile types

* Cell

— Deployment manager with a federated application server
* Management

— Administrative agent

— Deployment manager

~ Job manager
» Application server Environment Selection
— Stand-alone
» Custom profile
— Federated node
(no application server)

Select a specific type of environment ko create,
Environments:

= Wel:uSphere application Server

e Secure proxy i Cell {deployyment manager and a Federated application server)
Management

Application server

- Custom profile

.. Secure proeey {configuration-only)
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Checkpoint

1. Which of the following provides an environment for running servlets?
A. Client module

B. Web container
C. EJB module

2. Which type of JDBC driver is considered a “thick” driver?
A. Type 2
B. Type 3
C. Type4d

3. Which of the following are components contained within the
application server's JVM?
A. HTTP Server plug-in
B. Embedded HTTP Server
C. DB2 database
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Checkpoint solutions

1. Which of the following provides an environment for running
servlets?

B. Web container

2. Which type of JDBC driver is considered a “thick” driver?
A. Type 2

3. Which of the following are components contained within the
application server's JVM?

B. Embedded HTTP Server

© Copyright IBM Corporation 2009
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WebSphere Application Server
architecture — federated
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Version 7 packaging

WebSphere Application Server Network Deployment

Clustering Node Agent Deployment Manager

Web Services Gateway

WebSphere Application Server
&

WebSphere Application Server Express (up to 2 CPUs)
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Network deployment runtime flow

~

~_ RMI/IIOP

Browser ARRSIOL
0o DY\
HTTP(S \
HTTP(S) HTTP Server I_ AppSrv02 -
0o O
HTTP L \
Server
Plug-in /r
Jr Node A
Plug-in
Configuration
Load Balancer/" HTTP(S) File
AppSrv03 K/
HTTP Server {UCD l:l\
HTTP
Server
Plug-in #
AppSrv04 /7
b
Plug-in H-I_I—P(S) CD
Configuration
File
Node B
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Network deployment concepts

* A deployment manager (DMgr) process manages the node agents
— Holds the configuration repository for the entire management domain, called a cell
— Within a cell, the administrative console runs inside the DMgr
* A node is a logical grouping of application servers
— Each node is managed by a single node agent process
— Multiple nodes can exist on a single machine through the use of profiles

Cell
Deployment
manager
Node01 / — Node02
Node agent Node agent
serveri | | server2 | | server3 | | server4
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Managed versus unmanaged nodes

* A managed node is a node that contains a node agent

* An unmanaged node is a node in the cell without a node agent
— Enables the rest of the environment to be aware of the node
» Useful for defining HTTP servers as part of the topology
» Enables creation of different plug-in configurations for different HTTP servers

Deployment
manager

10 —

i Node agent !

| server3 || server4
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Network deployment administration flow

Deployment .| Node agent
Web-based manager > Q:rer; servert
admin console
HTTPS) | | - %X
= 7| Admin Cell config | ¢
s Application
i i :» Node01 config |/ * 1 server2
'serverl(:e]Ws/wals;;\ustoleu'dEOICﬂW/nudes/wasﬂ'\ostclNu 2
Web
container
Command line “P{_server2 config EAR file
. > H
C:\> wsadmin SOAP | Node01
;1(3?{ e N8 1ce11 fnodes fwas7hosta1il Admin
Services
»| Node agent
MASTER > Admin server3
v ..... Service
Cell config - i Cell config % 4
Node01 config
i - server4
server1 config | | EAR file Node02 config i
server2 config LY
Node02 config ——— Commands | »lsemverdconig [ T arp
server3 config i i re
\w/ snnmnmi Configuration Node02
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File synchronization

* Deployment manager contains the master ~ « During synchronization
configuration 1. Node agent asks for changes to master

 Node agents synchronize their files with configuration
the master copy 2. New or updated files are copied to the node

— Automatically
* Atstartup
» Periodically
— Manually
+ Administrative console Deployment
+ Command line manager

Admin ( i )
m Application < Node agent
MASTER »| | Filesync server1
v Web || _| .. service
. container ( 2 ) %
Cell conflg. Sl s (
Node01 COﬂf.Ig . —Node config _.-':"‘-. server2
server1 COang EAR file : B

server2 confi File sync > semvert config | ",
T i

service X erver2 config .
server3 config EAR file

A

server4 config Node
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WebSphere Network Deployment profiles

 Benefits of profiles in network deployment:
— Think of profiles as representing a node

Can install multiple profiles on a single machine

— All profiles use the same product files

Application server profile (stand-alone)

— Equivalent to Base or Express application server

— Has a node name and a cell name property, and corresponding directories
— Cell directory is overwritten upon federation

Deployment manager profile

— Creates a deployment manager

Custom profile (managed)

— Creates a managed node which, by default, is federated into a cell
— Creates a node agent, but no application servers

Cell profile

— Creates both a deployment manager and a federated node
Others

© Copyright IBM Corporation 2009



High availability overview

 High availability (HA) manager is used to eliminate single
points of failure.

» High availability manager is responsible for running key
services on available servers rather than on a dedicated one
(such as the DMgqr).

« Can take advantage of fault-tolerant storage technologies such
as Network Attached Storage (NAS).
» Hot standby and peer failover for critical singleton services.

— WLM routing, PMI aggregation, JMS messaging, transaction manager,
and so forth.

— Failed singleton starts up on an already-running JVM.
— Planned failover takes < 1 second.

© Copyright IBM Corporation 2009



Checkpoint

1. A process that handles communications with the resources
within the node is

2. During what process does the node agent check for changes
to the master configuration?

3. What is a configuration that enables a host machine to
resemble multiple host machines?

4. What defines the runtime environment for either the
deployment manager or the application server?

© Copyright IBM Corporation 2009



Checkpoint solutions

1. A process that handles communications with the resources
within the node is the

— Node agent

2. During what process does the node agent check for changes
to the master configuration?
— File synchronization
3. What is a configuration that enables a host machine to
resemble multiple host machines?
— Virtual host
4. What defines the runtime environment for either the
deployment manager or the application server?
— Profiles

© Copyright IBM Corporation 2009



WebSphere Application Server
installation
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Software requirements — operating systems

» Supported operating systems include:
— Windows
— AIX
— Sun Solaris
— HP-UX
— Linux/Intel, Linux/PowerPC, Linux for zSeries
— IBMi
— IBM z/OS

* For the latest specifics on versions and patch levels, check:

— http://www.ibm.com/software/webservers/appserv/doc/
latest/prereq.html

© Copyright IBM Corporation 2009



Software requirements — Web servers

» Supported Web servers include:
— Apache
— IBM HTTP Server
— Internet Information Server
— Sun Java System Web Server
— Lotus Domino

* For the latest specifics on versions and patch levels, check:

— http://www.ibm.com/software/webservers/appserv/doc/
latest/prereq.html
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Software requirements — database

» Supported database servers include:
— IBM DB2
— Cloudscape Derby
— Oracle
— Sybase
— Microsoft SQL
— Informix
- IMS
— WebSphere Information Integrator

 For the latest specifics on versions and patch levels, check:

— http://www.ibm.com/software/webservers/appserv/doc/
latest/prereqg.html

© Copyright IBM Corporation 2009



Installation overview

®

n A

WebSphere
profile 1

WebSphere
install
product
binaries

WebSphere
profile 2

WebSphere

Deployment manager

Application server

Custom profile

Admin agent

Job manager

Cell

profile 3

J
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Pre-installation tasks

Read the documentation Installation media

= WebSphere Information Center = CD-ROM media
platform-specific tips for = Downloaded media
installing and migrating

= |nstall readme

Confirm hardware and software
= Obtain necessary products

and maintenance
= Check WebSphere Web site

for any maintenance

TCP/IP networking

= Host name of node should be
in DNS or local hosts file

= Host name of node should
remain fixed

= DHCP not supported

File systems and memory

= Enough space is available
= Enough memory is available

\:I User ID

O = Create and verify userid for
‘ I | % starting services
= Verify userid for disk
read/write access

l
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Launchpad

n Server Network Deployment

;]. WebSphere. software e

o Launchpad.exe from install CD

o

Welcome

@@bSphere Application Server \ i .
Installation Welcome to WebSphere Appllcatlon
IBM HTTP Server Installation Server Network Deployment

Web Server plug-ins Installation . o o ,
IBIM WehSphere Application Server Metwork Deployment, Yersion 7.0 is

WebSphere DMZ Secure Proxy Server an integrated platform that contains an Application Server, Weh

Installation developmenttools, a Web server, and additional supporting software
. . ) and documentation. This launchpad may serve as a single point of

Application Clients Installation reference forinstalling your Application Server environment.

1EM Update Installer for WebSphere

Software Installation We recommend viewing the installation diagrams for illustrations of

comman application server environments. For full documentation visit
IBM WebSphere Installation Factory the on-line WebSphere Information Center.

IBM Edge Components To begin, selectan entry from the list below to initialize a product

: installation wizard. Alternatively, select a product on the navigation list
TN ST AEEEAT to left to read descriptions of the products, and browse help
1BM Tivoli Composite Application documentation and suppaort links before starting an installation wizard.
Manager for WebSphere Application
Server

-= WebSphere Application Server Network Deployment
Exit ol
it Launch the installatien wizard for WehSphere Application
Server Metwork Deployment.

- IBM HTTP Server
m“ Launch the installation wizard for IBM HTTP Server.
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Installation — launching the installation wizard

n Server Network Deployment

;]: WebSphere. software

Welcome

WebSphere Application Server
Installation

IBM HTTP Server Installation
Web Server plug-ins Installation

WebSphere DMZ Secure Proxy Server
Installation

Application Clients Installation

1EM Update Installer for WebSphere
Software Installation

1IBM WebSphere Installation Factory
IBM Edge Components

IBM Support Assistant

1EM Tivali Composite Application

Manager for WebSphere Application
Server

Exit @

Language selection: [[SlEl

|r|‘_

Welcome to WebSphere Application
Server Network Deployment

IBIM WehSphere Application Server Metwork Deployment, Yersion 7.0 is
an integrated platform that contains an Application Server, Weh
developmenttools, a Web server, and additional supporting software
and documentation. This launchpad may serve as a single point of
reference forinstalling your Application Server environment.

We recommend viewing the installation diagrams for illustrations of
common application server environments. For full documentation visit
the on-line WebSphere Information Center.

To begin, selectan entry from the list below ta initialize a product
installation wizard. Alternatively, select a product on the navigation list
to left to read descriptions of the products, and browse help
documentation and suppaort links before starting an installation wizard.

=+ WebSphere Application Server Network Deployment

it Launch the installatien wizard for WehSphere Application
Server Metwork Deployment.

- IBM HTTP Server
m“ Launch the installation wizard for IBM HTTP Server.
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Installation — welcome and license agreement

iti 1IBM WehSphere Application Server 7.0

InstallShield

=101 =]

v tothe IBM e A

Server Network Deployment
installation wizard.

This wizard installs IBM WebSphere Application Server Network Deployrent.
Additional information can be found at the Information Centers and Support sites
for ¥WebSphere and related products homepage.

Click Next to continue

it IBM WehSphere ap

License agreement window

= Read or print the license agreement
= Accept the license agreement

InztallShield

. G‘ 1 aceapt anih ihe [BM and ihe non-IEM ferms )

B E o raonotaccenttne terms in the license agreement
-
|1

Welcome window includes information
about documentation and support sites

=101 x|

Please read the following license agreement carefully

Intemational Program License Agreement i’

Part1 - General Terms

B DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCEPTING THESE TERMS OM BEHALF OF AMNOTHER PERSON OR A
C:OMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRAMNT THAT
[VOU HAVE FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL
EMTITY TO THEEE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

=l

Read non-1BM terms

Print |

= Back ‘ Mext = ' cancel

- - 4
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Installation — prerequisites and sample applications

i IBM WebSphere Application Server 7.0 13l x|

InstallEhield

System Prerequisites Check —

Passed: Your operating system completed the prerequisites check
successiully.

Your operating systern meets or exceeds the requirements far this product.
See the WebSphere Application Server detailed systern requirements Weh
pages far more information about supported operating systems. Go ta the
produst supportWeb pages to obtain the latest maintenance packages to
apply after installation.

The installation wizard also checks for existing installations of ¥ehSphere
Application Server. To have more than one installation of WebSphere

Application Server running on the same machine, unique portvalues must be
assigned to each installation. Otherwise, only one installation ofwehSphere  —

Application Server can run

@ System prerequisites check

* Passed should be the status

e Links provided to review the required
system prerequisites

* Checks for existing installations of
WebSphere Application Server

& s
# Installations of WebSphere Application Server prior to Ve Kl WebSphere Application Server 7.0 =10

rmay not be faund reliably.

@ Optional features installation

Optional Features Installation

Select IBM WehSphere Application Server Network Deployment features to
install. See the InstallGuide_en.html file in the docs directory for detailed
descriptions of the optional features

|»

™ Install the Sample applications

The Samples include both source code files and integrated enterprise
applications that demonstrate some ofthe latest.Java (TM) Platfarm,
Enterprise Edition (Java EE) and WebSphere technologies. The samplas
are recommended for installation fo learning and demonstration
ervironments, such as developrent environments. However, they are not

e Sample applications

* Non-English language packages

for the administrative console

* Non-English language packages
for the application server runtime

environment

InstallEhield

© Copyright IBM Corporation 2009

recormmended for installation to production application server
environments

™ Install non-English language packages for the administrative console

In addition to installing the English language files, vou can also install all - —
the nor-English language files needed for using the administrative
console fram machines with non-English locales

™ Install non-English language packages for the application server runtime |

= Back ‘l Next > I ' Cancel |

N —




Installation — install directory and environments

i IBM WehSphere Application Server 7.0

InstallEhield

software

|C'lPrngram FilesUBMiwWebhSpherelappSetver

Installation Directory

IBM WebSphere Application Server Network Deployrment, Yersion 7.0 will be
installed to the specified directory

Specify a different directory or click Browse to select a different install
location.

Product installation location:

Browse...

i I6M WebSphere Application Server 7.0

* Only one environment can be
chosen

* If you specify none, you must
create one when the installation
is complete

Environments

* Profile Management Tool will be

used to create profiles after
installation

Installstield

Installation directory

* Specify the directory location for the
product installation

=10l =]

WehSphere Application Server Environments

Selectthe type of WehSphere Application Server environment to create
during installation. Although only one environment type can be chosen,

additional profiles can be created after installation using the Profile
Management Taol

Erwitohments
Cell {deployment manager and a managed node)
Management
Application server
Custom
Secure proxy (configuration-onhy)
None
Description
WehSphere Application Server version 7.0 requires at least one profile fo

be functional. Cnly selectthis option if one or mare profiles will be
created after installation completes successfully.
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Installation — summary and results

|»

i 1BM WebSphere Application Seryer 7.0 : =10] x|
Installation summary

Review the summary for correctness. Click Back to change values an o The Summary information is based on
previous panels. Click Next to kegin the installation the Selections yOU made preViOUSIy
* Review the summary for correctness

Installation Summany

The following product will be installed:

# IBMWebSphere Application Server Network Deployment
Prochict instaliztion location: C:\Program
FilesUBMiwehSpherelAppServer

The following features will be installed:

# Core product files

¥ 1BM WebSphere Application Server 7.0 O] x|
Total size

& 1872 MB

Installation Results

Application server environment:

Success: The following product was installed successfully.

InstallShield

# IBM WehSphere Application Server Network Deployment -
C:AProgram Files\BMWebSphere\dppServer

Create a new WehSphere Application Server profile using the Profile
Management Tool

Click Finish to launch the Profile Management Tool

@ Installation results

* Review the results

* If a profile was not created
during installation, check the
option to create one using the
Profile Management Tool InstalShield

= Back [ext = Finish
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Profile Management Tool — launch and create

[y Profile Management Tool 7.0 -1a] x|

File ‘window Help

=1 @ Profile Management: Tool ‘Welcome

4P uielcome X =0

Welcome to the Profile Management Tool

This wizard creates run-time environments that are referred to as profies, At least one profile must exist to have a
Functional installation.

An initial profile typically is created during the installation process, Use this wizard ta create additional profiles that
each contain a set of commands, configuration files, log files, deplovable applications and other infarmation that
defines a single application server enviranment.,

Click the £aunch Frofile Managemant Foe/buttan or the Profile Management Tool tab above to begin managing

Launch the Profile Management Tool

* Following installation, the Profile
Management Tool welcome window
appears.

* Click Launch Profile Management
Tool to manage profiles

your profiles,

The online information centers provide mare information about the Profile Manag;
topologies.

1
‘WebSphere Application Server - Yiew the anling information center i =t @ Profile Management Tool Welcome
1

rofile Management Tool 7.0 =] 4
File ‘Window Help
% profies | =g
~ .
Profile name | Environmenk | Profile path r| Create... Il

@ Create a profile

* Profile list is initially empty
¢ Click Create

Augmenit |
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Profile Management Tool — environment and options

Profile Management Tool 7.0

Environment selection

Enwvironment Selection

* A profile is associated with an
Select a specific kype of environment to create. environment type

Environments:

= WebSphere Application Server
i Cell (deployment manager and a Federated application server)

i Secure proxy {configuration-only)

E§ Profile Management Tool 7.0 =131 x|
~ Description Profile Creation Options 3
An application server environment runs your enterprise applications, WebSphere Application Server is . S
From its own administrative console and functions independently from all other application servers,

-

Choose the profile creation process that meets your needs, Pick the Typical option to allow the Profile Management
Tool bo assign a set of default configuration values to the profile, Pick the Advanced option to specify your own
configuration values for the profile,

~ Back “ et > h Finish " Typical profile creation

L 7 Create an application server profile that uses default configuration settings. The Profile Management Tool
assigns unigue names ko the profile, node, and host, The tool also assigns unigue port values, The
administrative console and the default application will be installed, You can optionally select whether ko enable
administrative security, The tool might create a system service bo run the application server depending on the
operating system of your machine and the privileges assigned to vour user account.

Prof' | e Creat'on optlons Mote: Default personal certificates expire in one year. Select Adwanced profile creation to create a personal

certificate with a different: expiration.

* Typical profile creation uses default
COﬂfIg U rat'on Sett' ngs . Create application server using defaulk configuration settings or specify your own values For settings such as

the lacation of the profile and names of the profile, node, and host, You can assign vour own port walues.

° Ad Va n Ced p rOfI |e Creatlon a | IOWS you *fou can optionally choose whether to deploy the administrative console and Sample applications, and create

a Web server definition, You might have the option to run the application server as a system service

tO aCCG pt defa u |t Settl ngs o r SpeCIfy depending on the operating system of your machine and the privileges assigned to your user account, j

your own.
< Back ' i Hext = I ' Fimishy Cancel |

S —
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Profile Management Tool — options, name, and location

rofile Management Tool 7.0

— ol x|
Optional Application Deployment

peeey

Select the applications to deploy ta the WebSphere Application Server environment being created.
V¥ Deploy the administrative console (recommended).,

Install a Web-based administrative console that manages the application server, Deploying the administrative console
is recommended, but if vou deselect this option, the information center contains detailed steps For deploying it after
the profile exists.

V¥ Deplay the default application.

Install the default application that cantains the Snoop, Hello, and HitCount servlets,

Application deployment options

¢ Administration console
* Default application

nagement Tool 7.0

10| x|
Profile Name and Location

cece

Specify a profile name and directory path to conkain the files For the run-time environment, such as commands,
configuration files, and log files. Click Browse to select a different directory.

Profile name:

Profile direckory:

IC:\PrUgram Files\IEMyWebSphere\AppServer|profilgsiprofilel
< Back Rlext = Fimish
e—— Brawse. .,
™ Create the server using the development template.

Profile name and location

1]

Select this option ko create a server using configuration settings optimized For development. The development
template reduces startup time and allows the server ko run on less powerful hardware. Do not use this option For =
production servers.

Important: Deleting the directory a profile is in does not completely delete the profile, Use the manageprofiles
command to completely delete a profile.

of”

© Copyright IBM Corporation 2009
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Profile Management Tool — names and security

L". Profile Management Tool 7.0

Node and Host Names

1ol .
Profiles node and host names

Frens

* Node name

Specify a nods name, a server name, and a host name for this profils.

Node name:

= e Server name
¢ Host name

| was7hosta1Ned=01

Server name:

| serverl

Host name:

[was7hastol

Node name: A node name is used for administration, If the node is Federated, the name must be unique wikhin Fha c=ll

Server name: 4 server name is a logical name For the application server,

Host name: A host name is the domain name system (DS} name {short or long) or the IP address of thit a4 qecictrative Security

<

< Back ‘l Next » I' Firish |

Specify administrative security

e User name and password
* More users can be added after
the profile is created

Management Tool 7.0 — 3l x|

§

pren

Choose whether ta enable administrative security, To enable security, supply a user name and password For logaing into
administrative tools, This administrative user is created in a repositary within the application server. After profile creation
finishes, vou can add more users, groups, or external repositaries.

¥ Enable administr ative securit

User name:

| wasadmin

Password:

Canfitm password:

See the information center for more information about administrative security,
Views the onling information center

H|

< Back 'I Mext = I" Einish Cancel |
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Profile Management Tool — security certificate (1 of 2)

[ Profile Management Tool 7.0

Security Certificate (Part 1)

Frers

g@

Security certificate (part 1)

Choose whether to create a default personal certificate and root signing certificate, or import them From keystores, Tao
create new certificates, proceed ta Part 2 and provide the certificate information. To impart existing certificates from
keystores, locate the certificates then proceed to Part 2 and verify the certificate information.

s

* Create or import a default personal

certificate
¢ Create a new default personal certificate. ° Create or |mp0rt a rOOt Slgnlng
€~ Impark an existing default personal certificate, Cel"tlflcate
i~ Defaulc personal certificate
Bath: I
ErOWse. .
Password: |

FKeystore bvpe: I

Ll L«

Keystare alias: I

" Create a new raot signing certificate.

© Impork an existing root signing certificate.

r~Root signing certificate
Path: |

Passward: I

Keystore bype: I

Feystare alas: I

< Back Fimish Cancel |
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Profile Management Tool — security certificate (2 of 2)

E§ Profile Management Tool 7.0 -0l x|

. Security certificate (part 2) Security Certificate (Part 2)

Erees

Modify the certificate information to create new certificates during profile creation. If you are importing existing rs
cerkificates from keystores, use the information to verify whether the selected certificates contain the appropriate
information. IF the selected certificates do not, click Back to import different certificates.

Restore Defaults

Default personal certificate (a personal certificate For this profile, public and private key):

Issued ko distinguished name:

I cn=192,168.192. 128, 0u=was7hast01Made01Cell, ou=was7host01Madel, 0=IEM,c=US

Issued by distinguished name:

I cn=192,165.192.128,0u=Root Certificate,ou=was7host01Moden1 Cell ou=was7host01Mode0d1,0=IEM,c=U35

Expiration period in years:

sl

Root signing certificate {personal certificate For signing other certificates, public and private key):
Expiration period in vears:

15 T

Default keystare password: -

Confirm the default keystore password:

-
< | »

< Back !l Mext = i' Einish | Cancel |
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Profile Management Tool — ports and Windows service

Profile Management Tool 7.

Ul) Review port value assignments

Port Yalues Assignment

Frens

The values in the Following Fields define the parts Far the application server and da nat conflict with ather profiles in this el
installation. Another installation of WebSphere Application Server or ather programs might use the same ports, To avoid
run-time part conflicts, wverify that each part value is unique.

Default Part Yalues | Recommended Port Values

Administrative console port (Default 9060): E =
Adriristrative console secure pork (Default 9043): a4z =

HTTP transport port {Default 2080): G0ED =

-1Ol x|
HITPS transpork port {Default 2443); 9443 =

Profile Management Tool 7.0

Windows Service Definition
Bootstrap port (Default Z809):

2809 = S
SIP port (Defaulk S0600: 5060 =

SIP secure port {Defaulk S061):

S061 = Choose whether ko use a Windows service to run WebSphere Application Server. Windows services can start and stop

SO

w'ehSphere Application Server, and configure startup and recovery actions.
SOAP conneckor pott (Defaulk 5530): fae0 =
-
Adrninistrative interprocess communication port (Defaul 9633k [gezz = — r Run the application server process s a Windows seywce,;]
C i
SAS 551 Serversuth port (Default 9401 9401 == Logan as & lacal 55/5[% ACEALTT,

€ Log on a5 a spedfied user account,

User nme:

[ Administrator

s o | Basswords

L I

Startup bype:
@ Specify Windows service option [

The user account that runs the Windows service must have the Follawing user rights:
-Logon as & service

< Back.

< Back ‘I [ext = I' Einiisfy Cancel

——
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Profile Management Tool — Web server and summary

Management Tool 7.0

I [=] 3] . o
web Server Definition S Optionally create a Web server definition
oOptionally create a Web server definition if wou use a Web server ko route requests For dynamic content ko the ol

application server. Alkernatively, you can create a Web server definition From the administrative consale or a script that is
generated during \Web server plug-ins installation,

Frens

r ;‘Creata a'ieb server defin
Web setver bype

[tem ti77e Server

‘Web server operating system:

IWU‘IdDWS [ Profile Management Tool 7.0 =[]
Profile Creation Summary b
Web server name; &
[webservert
Wb server host name or I address:
Review the information in the summary for correctness. I the information is carrect, dlick Create Lo start creating a new 2|
Iwas?hnstnl profile. Click Back ta change values on the previous panels,
Wb server port (Default 807
Exl

Application server environment to create! Application server

Lacation: C:\Program Files\IBMiWebSphere)appServeriprafiles|profile 1
Disk space required: 200 ME

Profile name: profilel

Make this profile the default: True
< Back. Mext = Fimishy

— - g

Mode name; was7hostD1Node01
Server name: serverl

Profile creation summary Hest nzme; wasihos:0L

. . . Deploy the administrative console (recommended): True
* The summary information is based on Deploy the default appication: True

the selections you made previously
* Review the summary for correctness

Enable administrative security (recommended): Trug

< Back. !l reate i’ Einishi Cancel I
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Profile Management Tool — results and exit

{# Profile Management Tool 7.0 =[o] x|

Profile Greation Complete Profile creation results

 Optionally, launch the First steps
The Profile Management Tool created the profile successfully. COﬂSO|e When fInIShed

The next step is to decide whether to Federate the application server into a deployment manager cell,
To federate the application server, use either the addNode command or the administrative console of the deployment

manager. Using the administrative console requires the application server to be running.

‘¥ou can start and stop the application server from the command line or the First steps console, The First steps console also
has links to an installation verification test and other information and Features that relate to the application server.

L

To statt the Profile Management Tool later, use the PMT command in the aop_serker ro
or the option in the First steps console,

[y Profile Management Tool 7.0 o =] 9]
e itindow  Help
' e Management Tool Welcome

=0

Profile name | Ervironment | Prafile path | Create...

profilel Application server CiiProgram Files\IBMiWebSphersia. ..
Augment,.. |

< Back [ext =

Profile list

* Each profile you create will
appear in the profile list

* Exit the Profile Management
Tool when all your profiles
have been created
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Profile creation — command-line tool

» The manageprofiles command line tool allows you to create,
list, alter or delete profiles.

Manageprofiles -<mode> -<argument> <argument parameter>

e Select Command Prompk

SProgram FileshIBMYwWebSpheresAppSerwverhbinzmanageprofiles -create -templatePat
h “"C:sProgram FileswIBMwWebSpherespppservertprofileTempl ateshcel 1hdmgr” -nodePro
1lePath "C:“Program FilesyIBM4WehspheretAppserversprofilessdmarprafilez” -profi
lename dmgrprofilez -celldame wasFhost01Ce]l102 -nodeMame wasFhostdlCel IManageroz
aSer‘ver‘NDdeName was?hnstDandeDdt

'|1es\IEM\WehSpher‘e‘\ﬂppSer‘ver‘\pmﬁ'Ies\‘Dmgr*Dl\]Dgs‘\AhDutTh'lsPr"D'F'l1e txt 'FDr" mare
1nformation about this profile.

-
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First steps

# WebsSphere Application Server - First steps - profilel

WebSphere | Application Server

First steps

Installation verification
Confirm that your server is installed and that t can start properly.

Start the server
Start the server and its applications.

Administrative console

Install and administer applications. Starts automatically after installation

Profile management tool
Work with profiles.

Information center for WebSphere Application Server
Learn mare about Web Sphere Application Server.

Migration wizard
Migrate WehSphere Application Server 5.1, 6.0 or 6.1 to version 7.0,
Migrate WebSphere Application Server Feature Pack for Web Services to version 7.0.

Exit
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Installation verification

# WebsSphere Application Server st steps -

WebSphere | Application Server

@

First steps

Installation verification

Confirm

that your server is installed and that it can start properly.

Start the server
Start the server and its applications.

Admini
Install ai

Profile
Work wi

Inform;
Learnm

Migrati
Migrate

@ First steps output - Installation verification 10l x|
eanHelper ould notinvoke an operation on object WehSphere:name=Fluginf a
[118i08 16 DQ 26 937 EST] 00000017 MBeanHelper E Could notinvoke an operation on object WehSphere name=\WehSq{ |
[1r8/0816:10:11:343 EST] 00000027 MBeanHelper E Could notinvoke an operation on ohject WehSphere:name=\Wehs
[168/09 16:39:44:625 EST] 00000000 WEkeyStore W CWPKIOD41W: One or more key stores are using the default pass
108008 16:39:50:265 EST] 00000000 ThreadPoolMgrty WEVROGZEW: The ThreadP ool setting on the OhjectRequestBroke
[108009 16;48:33:593 EST] 00000015 webcontainer E com.ibm.ws webcontainerWwebContainer handleRequest SRVED254
108008 16:49:51:750 EST] 00000017 webcontainer E com.ibmaws webcontainerWebContainer handleRequest SRVED254
[169009 14:28:43:453 EST] 00000000 WEkeyStare W CWPKIOD41W: One or mare key stores are using the default pass
178008 14:28:48:140 EST] 00000000 ThreadFoalMgr iy WEVROG2ZEYW: The ThreadP ool setting on the OhjectRequestBroke
108008 14:48:08:963 EST] 0000001 a webcontainer E com.ibmoaws webcontainer\WebContainer handleRequest SRVEQD254
[1/9009 15:24:21:109 EST] 00000017 webcontainer E com.ibmaws webcontainerWebContainer handleRequest SRVEDZ254
[1013/09 11:05:21:390 EST] 00000000 WSKeyStore W CWPKIDD41W: One or more key stores are using the default pass
1513709 11 05:25.265 ESTJ ooooonon ThreadF‘uoIMng WEVROBZE6W. The ThreadPool setting on the OhjectRequestBrol |
iz sUBMYEh SpheredppSerenprofilesiprofilelogsisener
L0070l The Installation Werification Tool verification succeeded.
{I’_LDDSDI: The installation verification is complete.

[4]

1] I | [»
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Silent installation

« Sample response files are provided
— For Express installation: responsefile.express.txt
— For Base installation: responsefile.base.txt
— For Network Deployment installation: responsefile.nd.txt

E& responsefile.nd.txt - Notepad - |Elli|
File Edit Format ‘iew Help
#################################################################################i%
o

wehsphere application server 7.0 installation options file

#*

#

# This options file runs the installation wizard in silent mode. This Tets the
# options file author specify installation settings without having to run the
# wizard in graphical mode. To use this options file for silent mode execution,
# use the FD?Wuwing command 1ine arguments when running the wizard:

#
o
#
#
#

( —options "/<responsefile.path>/responsefile.nd.txt” -silent }

read the documentation for information on _changing the walue for each option.
Enclose all wvalues within a single pair of double guotes.
A A A e A A A ;I

* |Issue the install command to use the custom response file:

— install.exe -options
“/<responsefile.path>/myresponsefile.txt” —silent
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Uninstall

Dependent on the InstallShield MultiPlatform (ISMP) uninstaller

Located under the uninstall WebSphere directory
— Command : uninstall.exe (Windows)

e Command Prompt

F Program FileshIEM“wWebSpheresAppServerhuninstal lsuninstall. exe

Always use the uninstaller to remove WebSphere components
— Do not use Add/Remove program to uninstall WebSphere

Cannot custom uninstall parts of WebSphere installation
— All the components are removed
— Logs and properties files are not removed

Silent uninstallation is supported
— uninstall.exe -silent (Windows)
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Directory structure

Folders
E [£5) WebSphere
=) )
I3 bin
IC5) configuration
[ deploytool
[T derby
15 dev
E] etc

f| CachemMaritor. ear
Defaultapplication, ear
DynaCacheEsi.ear
EventServiceMdb, ear
HttpErrorHandler . ear
ivtApp.ear
PerfServietapp.ear
query.ear
SdoRepository ear

I3 Features

SIEMsgMigrationUtilicy ear B I profiles
ibws.ear [C3) Drgrot
bwsauthbean.ear Bl ) profilel

= |nstallable applications ===p

onneckars

3 java buwshttpchannel 1. ear [ bin

) lafles bwshttpchannelz, ear B config
=1 lib bwshttpepl.ear (£ configuration

1 lirks Ews?msc:anne:;.ear (£ consolepreferences

wsjmschannelz ear

I : [+

=] Dgs. sibwsjmsepl.ear & @ Bke
. |7 Firsksteps

P Pluglns . _ |5) installableapps
Profile root >

B ) installedapps
= (£ was7host0iMode01Cell
5 .
=0 Dmeertles [C3) Defaultapplication.sar
[El runtimes ]
5 ivkapp.ear
IC5) sar2war_tool
[T Scheduler D auery.ear
i [C3) Quote'ws.ear
[C3) Tradeapplication.ear
|C0) installedConnectars
|5 installedFilers

profileTemplates

P System applications

» Uninstaller for product 2 logs
() properties
5 il ) temp
5 web I25) tranlog
I3 cimrepos 3 wstemp
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Configuration files

F () profilel
5 bin
= 15 config
) repositary
[ backup
E 15 cells

& ) was7host0iMode01Cell >

A 4

[ applications
| bindings
[ blas
| coregroups
[ cus
| nodegroups
F ) nodes
= ) was7Thosk0l Moden1
F () servers

[ PalicySets
(5 Policy Types
[ sts
[ wim

[ temp

() templates

| waspalicies

2| hamanagerservice. xmil

@y

2| namestore-cell, xml

@

|| namestore-node, xml

@

2| proi-config.aml
= resources, xml

B
= resources-cei,xml
= resources-pmea02,xml
|| resources-pme, xml

= server,xml

i
o

o

= server-cei.=ml

= server-pmeSsl, xml
= server-pre.,xml
= sib-service, xml

o
o
o

o

= wariables.xml
[ ws-security sl

o
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h

I

c@r

h

h

h

I

h

h

h

h

I

h

I

h

h

h

h

I

=] admin-authz,xml

1= audit, =l

=] audit-authz, xml

= cellxml

|2 coregroupbridge. xaml
= FileRegistry.xml

2 mulkibroker ol

=] namestore. xml

=] naming-authz,xmil
= prriirri il

= product-info,zxml

2 resources.xml

= resources-cel,xml
2 resources-pmeS02,xml
= resources-pre, xml
=] security,xml

= wariables, xml

= virtualhosts, zml
WasCCache,xml

= WsDistributedCache, xml



Common command line tools

e startServer — starts a server

WProgram FileshIBMyWebSpherehAppServerihinsstartServer serwverl -profileName pr

L =0 (= o = ooTg T L | L L= L

F11ES\IBM\WEbSphere\AppServer\prof11es\prof11el\]ogs\serverl\startSer

: Starting tool with the profilel profile

: Reading configuration for server: serwverl

: Server launched. Waiting for initialization status.

1 Server serverl open for e-business; process id 15 5168

» stopServer — stops a server

D\ Program F11Es\IBM\NEbSphere\AppServer\b1n>5t0p5erver serverl -profilelame pro
i1el -username wasadmin -password wehlsphere

Fi1es\IBM\wEbSphere\AppServer\peri1es\prnfi1e1\10gs\server1\stnp5erv

: Starting tool with the profilel profile

: Reading configuration for serwver: serwverl

1 Server stop request issued. Waiting for stop status.
: Server serverl stop completed.

=]

e serverStatus — displays server status
» versionInfo — displays installed product versions
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Server commands

 WebSphere commands are profile aware

— There is a -profileName option on many WebSphere V7 commands
<was_root>\bin\startServer serverl —profileName profilel

— Or issue the commands from the appropriate profile directory
<profile root>\profilel\bin\startServer serverl

* If no profile is specified, the default profile is assumed
— There can be only one default profile

* Examples:

— startServer serverl -profileName profilel
— startManager -profileName DmgrProfile

— stopServer serverl (assumes the default profile)
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IBM HTTP Server — launching installation wizard

n Server Network Deployment

;]: WebSphere. software

Welcome

WebSphere Application Server
Installation

IBM HTTP Server Installation
Web Server plug-ins Installation

WebSphere DMZ Secure Proxy Server
Installation

Application Clients Installation

1EM Update Installer for WebSphere
Software Installation

1IBM WebSphere Installation Factory
IBM Edge Components
IBM Support Assistant

1EM Tivali Composite Application
Manager for WebSphere Application
Server

Exit

®

Language selection: [[SlEl

|r|‘_

Welcome to WebSphere Application
Server Network Deployment

IBIM WehSphere Application Server Metwork Deployment, Yersion 7.0 is
an integrated platform that contains an Application Server, Weh
developmenttools, a Web server, and additional supporting software
and documentation. This launchpad may serve as a single point of
reference forinstalling your Application Server environment.

We recommend viewing the installation diagrams for illustrations of
common application server environments. For full documentation visit
the on-line WebSphere Information Center.

To begin, selectan entry from the list below ta initialize a product
installation wizard. Alternatively, select a product on the navigation list
to left to read descriptions of the products, and browse help
documentation and suppaort links before starting an installation wizard.

=+ WebSphere Application Server Network Deployment

it Launch the installatien wizard for WehSphere Application
Server Metwork Deployment.

- IBM HTTP Server
m“ Launch the installation wizard for IBM HTTP Server.
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IBM HTTP Server — welcome and license agreement

i IBM HTTP Server 7.0

a— Welcome window includes a link for

Welcome to IEM HTTP Server 7.0

This wizard installs IBM HTTP Server 7.0 on your cormputer.

Click Next to continue.

Seethe [BMHTTP Sewer 7.0 Installation Guide ta learn more about this installation.

InstallShield

License agreement window

= Read or print the license agreement
= Accept the license agreement

installation documentation

3 IBM HTTP Server 7.0

=101

Please read the following license agreement carefully.

International Program License Agreement

Tul»

Part1- General Terms

EY DOVYNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCEPTIMG THESE TERME OM BEHALF OF AMOTHER PERSOM OR A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESEMT AMD WARRANT THAT

0L HAVE FULL AUTHORITY TO BIND THAT PERSOMN, COMPANY, OR LEGAL
ENTITY TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

InstallShield

Cancel
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IBM HTTP Server — prerequisites and install location

i IBM HTTP Server 7.0 (=] 3] L.
System prerequisites check
System Prerequisites Check
Passed: Your operating system cornpleted the prereguisites check successiully. ° Passed ShOUId be the Status
Your operating systermn meets or excesds the requirements for this product. See ° Llnks prOVIded to review the reqUIred
the WehSphere Application Setver detailed systern requirerments Wieb pages for System prerequisites
mare infarmation about supported operating systems. Goto the product support

‘el pages to obtain the latest maintenance packages to apply after installation.

Click Next to continue the installation

5 IBM HTTP Server 7.0 : 1= =]

InstallEhield

Enter the installation location

Productinstallation location:
CAProgram FilesUBMHTTP Server |

Browse

@ Installation directory

* Specify the directory location for the
product installation

InstallShield

—
<Back (l Mext = |} Cancel
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IBM HTTP Server — port values and service definition

% IBM HTTP Server 7.0 13l =]
Port Values Assignment Port VaIUeS
IBM HTTP Server communicates using the port numbers listed below. Ifthese
pons are already in use by IBM HTTP Server ar another application, then change ° Verify the assigned port Va'ues
the port numbers from their default walues.
HTTP Port 20 |

HTTP Administration Port: ‘BDDE |

=101 x|

Windows Service Definition m
Choose whether to use a Windows senice to run IBM HTTP Server and IBM HTTH
Administration Server. Qptionally the IBM HTTP Server and IBM HTTP
Administration Server can be started from the command line. Configure the
startup type to have the Windows serices start manually or autornatically when
rebooting the system

Run [EM HTTP Server as a Windows Service

Installshield

Run IEM HTTF Administration as a Windows Serice

0 Log on as a local systerm account

® Log on as & specified user account

User name:

: . . |administrat |
@ Windows service definition ministrator

Password
* Specify if the IBM HTTP Server and ( D
IBM HTTP Administration Server (ot B
run as Windows services

The user account that runs the Windows service must have the following user
rights:

# Actas part ofthe operating system
® Logon as a senvice

4] 1 [ 1v]

[4]

InstallShield

< Back (lr Mext = ‘m Cancel
e ——
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IBM HTTP Server — authentication and plug-in

& IBM HTTP Server 7.0

InstallShield

=101 x|

HTTP inistration Server

Create a user ID and password to authenticate to the IBM HTTP Server
adrministration server using the WebSphete Application Server administrative
console. The newly-created user |D and password is encrypted and stored in the
conffadmin.passwi file. You can create addiional user IDs after the installation
by uging the htpasswd utility.

Create 3 user |D for IBM HTTP Server administration setver authentication.
UserD:

‘\hsadmm

Password

‘ = Back (l Mext =

@ Web Server definition

¢ Provide a Web Server definition
¢ Provide a host name for the
application server

InstallBhield

ifi TBM HTTP Server 7.0

Authentication

* Provide a user ID and password for
authentication

8 [=] 3]

IBM HTTP Server Plug-in for IBM WebSphere Application Server

Silently install the plug-in using the remote installation scenario. The host name
and weh server definiion are used when creating the default plug-in
configuration file. This file is used fo route requests to the Application Server. If
there are multiple Application Servers, then select one of the servers and specify
the machine's host name

Install the [BM HTTP Server Plug-in for IEM WebSphere Application Server

eb server definition ‘\
lwebgerernl |
Host name or IP address for the Application Server:
|was?hustm |
———

= Back ” Hext = ' Cancel
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IBM HTTP Server — summary and results

i IBM HTTP Server 7.0 i =[]

Installation summary

I

Review the summary for correctness. Click Back to change values on previous
panels. Click Next to begin the installation.

IBM HTTP Server will ke installed to the following location:

CiAProgram Files\BMIHTTFServer

with the following configuration:

HTTP Port: 80

HTTP Administration Port: 3008

HTTP Service Name: IEM HTTF Server 7.0

Administration Service Name: [EW HTTP Administration 7.0

User ID for HTTP inistration Server ication: ihsadmin

IBM HTTP Server Plug-in for IBM WebSphere Application Server will b""”'f-”m*
to i IBMHTTP Server 7.0

CAProgram FilesiBMIHTTPSewvenFlugins

InstallShield

| < Back (l Mext =

Installation results

¢ Review the results

InstallEhield

Installation summary

* The summary information is
based on the selections you
made on each panel

* Review the summary for
correctness

=101 x|

Success: The following product was successfully installed

# IBM HTTP Server - C\Program FilesuBMIHTTPSerer

IBM HTTP Server Plug-in for IEM WehSphere Application Servet was successiully
installed to

CiPrograrm Files\BMIHTTPSernverPluging

For information on configuting and using the IBM HTTP Server, refer to the an-ling
IEM HTTP Server Information Center.

Click Finish to exit.
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Checkpoint solutions

1. What are the types of profiles that can be configured?

— For the application server, an application server profile. For
Network Deployment, you may also configure deployment
manager, custom, and cell profiles.

2. Which log file is used to verify the installation was
successful?

— Examine the log file <was root>\logs\install\log.txt

3. Whatis IVT, and how can it be accessed?

— IVT is an installation verification tool that will scan log files to look
for errors that may have occurred during installation. It can be
launched from the command line or from the First steps console of
each profile.
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Overview of application assembly and installation

.ear file

( Enterprise
bean Deployment
descriptors
I Web modules
Assemble | EJB modules
‘\ |:> Client modules
Deployment
descriptor
Application Enterprise
assembly application

Install

|:> Application
server
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Java EE 5 packaging

P ——— S
( Java EE 5 / \
Diiviag > icati — Application
adapter appllcaflon — Application
RAR file EAR file N - y

EJB Web Client
module module module
WAR file

JAR file JAR file

(i ’l
~

. j
Enterprise G']Il-:r N;';]’d Client
bean others \ ED _

DD = deployment descriptor

© Copyright IBM Corporation 2009



WebSphere: Application packaging

—

7 N
Resource ;( Java EE 5 | .'B™
g : : bindings

adapter application « Appllcatlon ]
RAR file EAR fi

ile ‘\\

& IBM
A extensions

Web
Persistence > EJB modu!e

unit DD module WAR file
JAR file

"
' Enterprise

bean

Client
module

JAR file

EJB DD}
Ps -

IBM IBM
IBM IBM bindings extensions IBM
bindings extensions bindings

DD = Deployment Descriptor
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Assembly and deploy toolkit functionality

« Things you can do with the assembly and deploy toolkit:

— Create and configure Java EE enterprise applications (EAR files):
* Build from scratch
+ Java EE modules

— Generate and modify deployment descriptor information

— Generate and modify binding information attributes

— Generate and modify the IBM extension attributes

— Deploy applications to a remote server

— Perform remote debugging and profiling sessions
» IBM Agent Controller needs to be installed for remote profiling

— Create, debug, and run Jython scripts

— Import command assistance logs from the console into Jython scripts

— View, analyze, and correlate log files

© Copyright IBM Corporation 2009



Assembling an enterprise application

« When working with a workspace handed over by development, no
assembly is required (already done automatically by the tool).

— Configure modules
— Export an EAR file
 Project Interchange files can be imported into a new or existing
workspace.
* When assembling individual modules:
— Create a new workspace (first time)
— Import modules into the workspace
— Assign modules to an enterprise application
— Configure the module’s deployment descriptors
— Configure the Java EE module dependencies
— Export the EAR file
 After assembly:
— Optional test within the tool
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Import modules

* Wizard driven
— Import modules
* EAR files
 EJB JAR

» Application client
JAR

« Web module WAR

— Imported into a new or
existing enterprise
application

Select \
Import an external EAR. file into an Enterprise Application project I E - 5 i

=10l %]

Select an import source:

El =

W, BB AR File
El[Eb Java EE

~ 1, App Cliert JAR e
RSN EAF il
- J2EE Uelicy Jar
@, RAR file

“-{F, Shared EAR file
E-[= Web

T, WAR file
[ wML
(= Other

Al

hd

(7] = Back I Mexk = I

Cancel |
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Java EE perspective

& 1ava EE - TradeEIB, ejbModuleMETA-INF, ejb-jar.xml - Rational®& Appli

Project view
(Enterprise
Explorer)

File Edit Mawigate Search Project Rum  Window  Help
Jfﬁv Jﬁvﬁvggv%vjfﬁv@nggﬁv
‘f,? Enker t‘,?'Servicw = O IE ejb-jar.xml 3
= e v .
H 2 %W s EIB Deployment Descrij
=L 'E Tradespplication
L FE -
fa.@ TradeApplication EJB Structure la :
EII:I Modules a
| g TradeEJB jar tvpe Filker text <«
Hi@ Tradeiweb war Editor

-0 Uiy JaRs
-2 META-TNF
=& TradeETB

{3y TradeEIE

[ eibModule
~B JRE Swstem Library [wiebs
~E WebSphere Application Se

------ (Y3 EJB Project (Trad| | Ad

E

[t

E—

i

‘.2 EAR Libraries Design Snurcel

[EI---E TradeWeb

[%. Problems &3

0 errars, 3 warnings, 0 others

Zgss| E

Descripkion =
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Application deployment descriptor (1 of 2)

| 5 application, xml &3

5 Application Deployment Descriptor Editor

Overview J,E!Z il = General Information

type filker kewxt Set the properties For the Application

= Display name: Tradeapplication
= '3 Application o F 'yt' PR

: escripkion:

- EI6: TradeET6.jar = F

; Remoye

-0 Web: Tradeweb,war

B

- I I oA
@ Add ISy . 10| x| Version*; 5
Select ikem ko add o Application: Library Directary:

£ Module
"fu Security Fole

 Actions

Choose one of the Following action:

£ Manage Uity Jars
£ Open WehSphere Bindings

(8] 4 I Zancel ]
52'9 Open WebSphere Extensions
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Application deployment descriptor (2 of 2)

» Simplest of deployment descriptors

* The editor can be used to:

— Edit the application’s display name and description
— Add and remove modules

« Web

- EJB

» Application client

* Resource adapter (connector)
— Work with security roles of the application
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Packaging enterprise applications for deployment

* You can deploy Java compliant EAR and WAR files.

* An enhanced EAR includes Java EE artifacts plus resource information
needed to install on the WebSphere Application Server V7:
— JDBC resources (data sources) Enhanced EAR
— Class loader

Resources
— JAAS authentication aliases Enhanced =)) Java EE
. . EAR application
— Shared libraries EAR

Properties
— Virtual host information )

» Benefits in improved productivity:
— Application resources and properties come with the application.

— The application installation process creates the necessary resources within
the server or cluster.

— Moving an application from one server to another also moves the resources.

+ WebSphere extensions supported by:
— Assembly and deploy tooling
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Application scope resources (1 of 2)

* Define resources to be included in the enhanced EAR file.

‘r_‘? Enterprise Explorer &3 ‘L:'f‘ Services} — qé'} 11? e EW
% Tradefpp :
=B TradeEds

Tﬁ TradeEJE = Copy Chrl4+C

[+-FE% Services

lication
Mew 4

D Paste ZErlH-Y
lﬁ ejbMadule % Delet Delet
[H-m JRE SystemL T FIEtE

: [Mowve...

E-ﬂ. WehSphere £

-\ EAR Libraries  FENaME... -
o

I':'I---'?'::' TradEWEh Irnpaort '
[+-'zg TradewWeb Expatt '

"% Jawa Resour:
E-ﬂ. Javascript SU & | Refresh FS
B-§= webContent Close Project

PDE Tools L
Web Services Sphere Application Server Deployment
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Application scope resources (2 of 2)

I 5 WebSphere Spplication Server Deployment &3

WebSphere Deployment

Data Sources
Allows the installed applications ko access data from databases,

IDEC provider lisk:
Mame I Implementation Class Mame
LJ Trade com.ibm.db2. jcc. DEZXADataSource

Data source defined in the JDBC provider selected abowve:

Marme | JMDI Name
G Trade jdbc/tradeds
1

Resource properties defined in the data source selected above:

Marmne | Yalue
% databaseMame TRADE
% driverType 4

F.=. servartlane kb=t
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Dealing with enhanced EAR files at deploy time

.TO Ig nore nstall Mew Ap

appllcatlon Specify options for installing enterprise applications and modules,

SCOped - Step "l= Select Select installation options
installation optdons
resources at :

installation
time:

Specify the various options that are available to prepare and ins

r Precornpile JavaServer Pages files

Directory to install application

T Distribute application
I- Use Binary Configuration

r Deploy enterprise beans

Application name
|TradeApp|ication

p Create MBeans for resources

Bind EJB

r Owerride class reloading settings for Wweb and EJB modules

Reload interval in seconds

) EJB
to beans

r Ceploy Web servicas
Validate Input offfwarn/fail
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Generating an EAR file for deployment

Tradedpplication b  Assemble appIiCation
TradeEJE d |
Trade\Web = Copy  ChrC @ modules.

Paste Gl * Resolve Java EE

Trport b dependencies.

Save all changes.
EAR Export Export the EAR file.

Export Enterprise Application project to the local file syskem,

. * If source is available, it

can optionally be
EAR project: | Tradedpplication . .

included in the EAR
W e A B 1P ogram Filesi IEM W ebSphere dppServeriprofilesiprofile Liinstallablefpp .

file.
Target Runtime o
IV Cptimize far a specific server runtime @ ° The eXported f||e |S
IWebSphere Application Server w7.0 ready to be deployed )

[ Export source files

[ Crverwrite existing file

(7) Finish I Cancel
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Checkpoint solution

1. The result of packaging an enterprise application is
— An EAR file

2. True or false: Java EE 5 reduces or eliminates the need to
deal with Java EE deployment descriptors in many cases.
— True

“‘Annotations reduce or eliminate the need to deal with Java EE
deployment descriptors in many cases.” — Java EE 5 specification

» Caveat: If you do not specify the deployment descriptors, the
product assumes certain default names.

3. True or false: Enhanced enterprise applications are the
recommended way to deploy applications in a production
environment.

— False. Enhanced EAR files help the developer to test the
application.

© Copyright IBM Corporation 2009



-

WebSphere Education %

WebSphere Application Server
administrative console

© Copyright IBM Corporation 2009
Course materials may not be reproduced in whole or in part without the prior written permission of IBM.




Administrative console

,f‘ Integrated Solutions Console - Windows Internet Explorer 1Ol =l

@3* |g https:,l',l'192.168.192.128:9043,|'ibm,l'console,l'login.do?action=sej % 4| X ILive Search L~
ﬂ? *‘1'3? I{élntegrated Solutions Console

Integrated Solutions Console

| View: IAII tasks

Welceme
Guided Activitizs
Servers
B Applications
Services
Resources
Security
Envirenment
System administraticn
Users and Sroups
Menitering znd Tuning
B Troublzshooting
Service integration

UDDI

4] |

Welcome wasadmin

Welcome

b i Tt st Sl Comota ¥ 0

Integrated Sclutions
Conscle provides a
common administrative
conscle for multiple
products. The table lists the
product suites that can be
zdministered through this
installation. Select =
product suite to view more
infarmation.

Suite Name Version

phere 7.0.0.0
ion Server

|Done

Logout

f ~ B - b - sbPage + (CF Tools -

Build Mumber: r0835.03

Euild Date: 8/31/08

LICENSED MATERIALS PROPERTY OF

1BM

S724-108, 5724-153, 5724-HES, 5724
HBS, 5655-N02, 5733-W70 (C) =l

Integrated Sclutions Conscle, 7.0.0.0 E

« Web browser-based tool
managing WebSphere
Application Server

» Supports a full range of
product administrative
activities

T T T [ meemet

| #1002 - él
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Starting the administrative console

Node

Application Server

Admin
application| gar fie
v

\ 4

Load, edit, save

’ Admin
console
/ %’%’7

Admin
- . service
* AdminApplication = » Configuration
) . : (XML files)
— Installed as a system application c
— Runs within an application server profile —_— )

Stand-alone single server

Cannot be managed through the console
Not listed as an installed application

Protected by WebSphere Security

» Accessed through http://localhost:9060/ibm/console
— 9060 is the default port
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Administrative console in a cell topology

Deployment .| Node agent
Web-based manager > Qedrv”?g; servert
admin console
HTTP or o i %X
- HTTPS | | Aﬁm'ﬁ‘ i Cellconfig | /¢
L = application
i i :» Node01 config |/ * 1 server2
'serverl(:e]Ws/wals;;\ustoleu'dEOICﬂW/nudes/wasﬂ'\ostclNu e
Web
container
Command line g CCIECEIE EAR file
. > H
C:\> wsadmin SOAP | Node01
£ ;1(3?{ e N8 1ce11 fnodes fwas7hosta1il Admin
services
»| Node agent
MASTER > Admin server3
v ..... service
Cell Conﬁg - " . Cell Config k
Node01 config
i 3 server4
server1 config | | EAR file Node02 config iox
server2 config
Node02 config ——— Commands | »lsemverdconig [ T arp
server3 config i i re
\w/ snnmnmi Configuration Node02
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Console login

Integrated Solutions Console F =3 .

: @ Log in to the console
Log in to the console.
User ID: ° User ID

I
Password: L]
— Password

Integrated Solutions Console

Login

Another user is currently logged in vith the same user ID. Select from
l the following options:

(& Logout the other user with the same user ID. You can recover
changes made during the other user's sessien.

) ¢ Return te the Legin page and enter = different user 1D,
User ID conflict

* Appears when another user
logged in with the same —
user ID
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Recovering prior changes

Integrated Solutions Console

Recover prior changes

Your prior session timed out before the changes could be published to the master
configuration. Would you like to recover the changes made in the prior session or work with
the master configuration?

" Work with the mastsr configuration
C Recover changes made in prior session

View items with changes

ok |

* You can recover prior changes if your prior session times out.

* Two options are available:
— Work with the default administrative configuration
— Work with the administrative configuration from the prior session
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Administrative console panels

@ Collection pages
Application servers

Use this page to view 2 list of the zpplication servers in your envirenment
znd the status of each of these servers. You can zlsc use this page to
change the status of a2 specific application server,

Detail pages

Preferences

3
on

Name & | Node X | Host Name X |V

Application servers > serverl
You can administer the following rescurces:

Use thiz page to configure 2n =pplication server. An =pplication server is = server that provides zer
zerverl | wasThost01Noded1 | wasThost01 | N required to run enterprize zpplications.
Total 1 Runtime Configuration

General Properties

Name
serverl |

Container Settings

management
Node name
[was7hostoiNaden1

| SIF Container
Settings

Wizard pages
. . [T Runin development maods Web Container
+ JDBC wizard is an example T in Seslemmant e Settings

W earzliel st=rt Portlet Container
Settings

[T Start components as needed LI Conteiner

Access to internzl server classes Settings

Allow = Container Services

Server-specific Application Settings Busines:
Classloader policy Services
Multiple /7 Applications

Class loading mode

Classes loaded with parent class

loader first =l

Server maessaging

2pply | [oK| [Reset | [ Cancel | Mez2aqing engines
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Administrative console areas

Integrated Solutions Console

‘ View: I-'l.ll tasks

Welcome

Guided Activities

Servers

Applicatiens

Services
Resources

Security

E Envirenment

Maming

rver plug-il

System administration

Users and Groups

Menitering and Tuning

Troubleshooting

Service integraticn

uDDI

Welcome wasadmin Banner Help Logout

Navigation tree

Bl mMessages

&Changes have been made to your local
configuration. You can:
# Save directly to the master

configuration.

® Reviewchanges | Message area
discarding.

M The zarver may need to be restarted
for these changes to take effect.

Virtual Hosts > admin _host > Host Aliases

s=e this page to edit, create, or delete 2 domain name
stem (DNS) zlias by which the virtuzl host is known.

Preferences

Mew || Delstz
Work area
B &
Select| Host Name & Port

You can administer the following resources:

0|z 3060
i 5043
Tatal 2
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Claze page

Field help

For field help information,
select = field lzbel or list
marker when the help
cursor is displayed.

Page help
More informaticn about
thizs oags

Command Assistance
fiew sdministrative
ripting command for last

Help




Administrative console help

@ Console help

¢ Click Help from console banner
¢ Select from list of references

Logout

Page help

* Click More information about
this page from help workspace

Field help

For field help infarmation,
select a field label or list
marker when the help
cursor is displayed.

Page help

More information sbout

Command Assistance

sdministrative
pting command for last

Contents “ B

S oo el &0

@ Getting started with the console =
@ Default messaging provider, JMS resources

@ Service integration resources

@ Service integration service

@ service integration, Web services resources

@ Service integration, Web services security
 Tivoli access manager

> upp1

% Viewing information in the help system

@ Ws-Notification resources

@ Viewing information in the information center ~ |
@ Application management

@ Enterprise application management

@ Business-level applications

@ Channel framework settings

© Transport channels

> Class loader viewer

> Domain replication service

> Dynamic caching

@ Environment configuration

\g> Events -

About the help system B

With the help system. users can view. browse. and search
anline information. The help system is built upon open
source software developed by the Eclipse Project
(ww.eclipse.org). It can display content that has been
packaged as an Eclipse documentation plug-in

The help system uses an embedded web application server
to handle content requests in the system. This embedded
weh server uses a random port to avoid port conflicts
hetween applications

Navigating by keyboard

Use the following key combinations to navigate the help
system by keyboard
« In the Topic pane. to go to the next link. press Tab
+ To expand and collapse a node in the navigation tree
press the Right and Left arrows. In JAWS 6.0, you
also need to use the Alt key (for example, Al+Left
arow)
To move to the next topic node. press the Down
arrow or Tab In JAWS 6.0, use Ctrl+Shift+Down
arow -

Contents o=

Environment configuration

Bl Class loader callection

B Class loader settings

B CORBA object binding settings

B) E38 binding settings

B Foreign cell binding collection

B Foreign cell binding settings

[ Host alias collection

Bl Host alias settings

[ 1ndirect lookup binding settings

[ Message-driven bean deployment descriptar ¢
[ MIME type collection

B MIME type settings |
[2 Mame space binding collection

2 Other context properties settings

[E shared library collection

[ shared library ssttings

Bl specify binding type settings

[ string binding settings

B Update the global web server plug-in configur
host collection

g \

co el 8
Virtual host collection =
Use this page to create and manage configurations that each let

a single host machine resemble multiple host machines. Such
configurations are known as vitua! hosts. s

To view this administrative console page. click Environment =
Virtual hosts.

Each virtual host has a logical name {which you define on this
panel) and is known by its list of one or more domain name
system (DNS) aliases A DNS alias is the TCP/IP host name
and port number used to request the senvlet, for example
yourHostName:80. (Port 80 is the default )

You define one or more alias associations by clicking an existing
virtual host or by adding a new virtual host

When a senlet request is made. the server name and port

number entered into the browser are compared to a list of all

known aliases in an effort to locate the correct virtual host to =l
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Administrative console preferences, filters, and scope

+ Some
administrative Enterprise Applications
I Use this page to manage installed applications. A single application can be deployed onte multiple servers.
Conso e pages ﬁ Preferences ﬁ
include fields to st o
customize how l20 |
mUCh data |S [T Retain filker criteriz
Shown Show items at the following autherization group level:
All Roles -
» Select options in

the following \\ @ Set preferences

\ R
flelds: ISI:artIl Install || Uninstall || Update || Rellout Update || Remowve File || Export || Export DDL
— Preferences
— Filter —
Application Status ()
— Scope

@ Select resources

r Defaulttpplication %
| ittes &
r Uer B
Total 3
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Guided activities

Integrated Solutions Console Welcome wasadmin

‘ View: [2Il ta=ks Connecting to a database

Welcome

B Introduction
Guided Activitizs
This guided activity leads you
through 2 set of steps to

configure database access for
an application. It is assumed
that the database software is

Connecting to a datab

Routing re

Servers installed and configured. After
completing these steps, your

applications application vill be able to
access the data from a

Services database.

Resources To continue, click Start.

T, [ start (7)Helo

Envircnment Configure credentizls for

o 5 secure database access
System administration

Configure a JDBC provider
Users and Groups
Fi W
Maonitering and Tuning Ccl.ﬂrlgur_e WebSphare
variables

Troublzshooting Configure a data source

Service intsgration i
Save and synchronize
UDDI coenfiguration

Test database connection

Help Logout

Assumptions

Itis assumed that you are installing an application that needs to
securely access data from a relational database. For more
information cn this task, see the following sources in the
information center:

L] ﬁ Configuring a JOBC provider and data source

L] @ Deplaving data access applications

L] ﬁ Learn about data acCcess resources

Structured steps through + Otherwise have to know exactly what pages
common administrative tasks to use and where to find them within the console
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My tasks

i I dmi . . . . .
T Select My tasks from the navigation view selection list
Giew: IM',' tasks

=)

Therz are no tasks currently selected as "My tasks'

@ Select tasks to add to My tasks list

@ Tasks will display in My tasks list

View: IM',' tasks ;I

Edit 'My tasks'

WebSphere application servers
Web servers

Mew Application

WebSphere enterprise applications

My Tasks
My Tasks =
Select the tasks you wish to add to the "My tasks' list.
Select 2l | Deselect Al Expand &ll Collapse 2l
[ welcome

[T Guided Activities
= l_ Servers
= l_ Server Types

v WebSphere zpplication servers
r WebSphere MQ servers
W web zervars

= I-Appli:ation;
I Mew Application
= I-Appli:ation Types
I WebSphere enterprise applications

[T Business-level zpplications

I_ Assets

Annlvl

Fesst |
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Troubleshooting information

Guide

Serve

d Activities

rs

Applications

Services

Resources

Secur

ity

Envirenment

Syste

Users

m administration

and Groups

Manitoring and Tuning

E ois

\.

FTrcubleshcctin;

El Canfiguration Validation

Configuration errer
Configuration warning
o
Co

nfiguraticn information

gnastic Provider

El Runtims Messages

Runtime errer
Runtime warning

Runtime infarmatiasn

Configure log and trace settings
Identify and view configuration problems

View where modules reside within a topology of
enterprise applications

Configuration validation
View problems that exist in the present
configuration

Diagnostic provider

Review the startup configuration, current
configuration, and current state of a diagnostic
domain

Runtime messages
Review runtime error, warnings and information
messages
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Tivoli Performance Viewer

Tivoli Performance Viewer > serverl

Use this page to view =nd refresh performance data for the selacted server, change user and log settings, and view summary reports and infarmation on specific perfarmance modules.

Refresh | View Module(s) | = =

= servert
Advisar 80.0
Settings
Summary Repors
Performance Modules

Integrated browser-based
performance viewer and advisor
800

Security Authentication
Security Authorization
400 -

s oeeessessessesseeseeS

Values

[ JoBC Connection Pools

H7 JVM Runtime 200 -

[] senist Session Manager

0.0 =

Eystem Data 6:45:39 PM £:50:33 PM 6:55:28 PM 7:00:23 PM 7:05:17 PM
@[] Thread Poals Time

Transaction Manager

Reset To Zero Clear Buffer View Table Show Legend |
DefaultApplication#Defaul Select Marker Name value Senle Update Scaled Value
[ seniets
Snoop Servlst
filetransferSecured#filetra = .
. v R stCount 1.0 1.0E20 1.0E20

ibmasyncrsp#ibmasyncrs =auestooun @

isclite#|SCAdmInF ortletw =2 * ServiceTime (Z) 47.0 1.0E20 4.7000002E21

isclite®WIMPortlet.war L || serviets

I
isclite#adminredirector.wa = & RequestCount (3) 10 o ] .
isclite#iehs war
. " = vie 47.0 .0 47.0
isclite#tisclite war i SericeTim= @) L
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Checkpoint

1. The AdminApp application can be configured using the
administrative console.
A. True
B. False

2. Configurable console settings, including session timeout, can
be set through the Console Preferences page of the system
administration task.

A. True
B. False
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Checkpoint solutions

1. The AdminApp application can be configured using the
administrative console.

B. False

2. Configurable console settings, including session timeout, can
be set through the Console Preferences page of the system
administration task.

B. False. The session timeout is set using a script.
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Application assembly

WebSphere Education = " d

© Copyright IBM Corporation 2009

Course materials may not be reproduced in whole or in part without the prior written permissi

on of IQM.




Overview of application assembly and installation

.ear file

( Enterprise
bean Deployment
descriptors
I Web modules
Assemble | EJB modules
‘\ |:> Client modules
Deployment
descriptor
Application Enterprise
assembly application

Install

|:> Application
server
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Java EE 5 packaging

P ——— S
( Java EE 5 / \
Diiviag > icati — Application
adapter appllcaflon — Application
RAR file EAR file N - y

EJB Web Client
module module module
WAR file

JAR file JAR file

(i ’l
~

. j
Enterprise G']Il-:r N;';]’d Client
bean others \ ED _

DD = deployment descriptor
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WebSphere: Application packaging

—

7 N
Resource ;( Java EE 5 | .'B™
g : : bindings

adapter application « Appllcatlon ]
RAR file EAR fi

ile ‘\\

& IBM
A extensions

Web
Persistence > EJB modu!e

unit DD module WAR file
JAR file

"
' Enterprise

bean

Client
module

JAR file

EJB DD}
Ps -

IBM IBM
IBM IBM bindings extensions IBM
bindings extensions bindings

DD = Deployment Descriptor
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Assembly and deploy toolkit functionality

« Things you can do with the assembly and deploy toolkit:

— Create and configure Java EE enterprise applications (EAR files):
* Build from scratch
+ Java EE modules

— Generate and modify deployment descriptor information

— Generate and modify binding information attributes

— Generate and modify the IBM extension attributes

— Deploy applications to a remote server

— Perform remote debugging and profiling sessions
» IBM Agent Controller needs to be installed for remote profiling

— Create, debug, and run Jython scripts

— Import command assistance logs from the console into Jython scripts

— View, analyze, and correlate log files
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Assembling an enterprise application

« When working with a workspace handed over by development, no
assembly is required (already done automatically by the tool).

— Configure modules
— Export an EAR file
 Project Interchange files can be imported into a new or existing
workspace.
* When assembling individual modules:
— Create a new workspace (first time)
— Import modules into the workspace
— Assign modules to an enterprise application
— Configure the module’s deployment descriptors
— Configure the Java EE module dependencies
— Export the EAR file
 After assembly:
— Optional test within the tool
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Import modules

* Wizard driven
— Import modules
* EAR files
 EJB JAR

» Application client
JAR

« Web module WAR

— Imported into a new or
existing enterprise
application

Select \
Import an external EAR. file into an Enterprise Application project I E - 5 i

=10l %]

Select an import source:

El =

W, BB AR File
El[Eb Java EE

~ 1, App Cliert JAR e
RSN EAF il
- J2EE Uelicy Jar
@, RAR file

“-{F, Shared EAR file
E-[= Web

T, WAR file
[ wML
(= Other

Al

hd

(7] = Back I Mexk = I

Cancel |
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Java EE perspective

& 1ava EE - TradeEIB, ejbModuleMETA-INF, ejb-jar.xml - Rational®& Appli

Project view
(Enterprise
Explorer)

File Edit Mawigate Search Project Rum  Window  Help
Jfﬁv Jﬁvﬁvggv%vjfﬁv@nggﬁv
‘f,? Enker t‘,?'Servicw = O IE ejb-jar.xml 3
= e v .
H 2 %W s EIB Deployment Descrij
=L 'E Tradespplication
L FE -
fa.@ TradeApplication EJB Structure la :
EII:I Modules a
| g TradeEJB jar tvpe Filker text <«
Hi@ Tradeiweb war Editor

-0 Uiy JaRs
-2 META-TNF
=& TradeETB

{3y TradeEIE

[ eibModule
~B JRE Swstem Library [wiebs
~E WebSphere Application Se

------ (Y3 EJB Project (Trad| | Ad

E

[t

E—

i

‘.2 EAR Libraries Design Snurcel

[EI---E TradeWeb

[%. Problems &3

0 errars, 3 warnings, 0 others

Zgss| E

Descripkion =
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Application deployment descriptor (1 of 2)

| 5 application, xml &3

5 Application Deployment Descriptor Editor

Overview J,E!Z il = General Information

type filker kewxt Set the properties For the Application

= Display name: Tradeapplication
= '3 Application o F 'yt' PR

: escripkion:

- EI6: TradeET6.jar = F

; Remoye

-0 Web: Tradeweb,war

B

- I I oA
@ Add ISy . 10| x| Version*; 5
Select ikem ko add o Application: Library Directary:

£ Module
"fu Security Fole

 Actions

Choose one of the Following action:

£ Manage Uity Jars
£ Open WehSphere Bindings

(8] 4 I Zancel ]
52'9 Open WebSphere Extensions

© Copyright IBM Corporation 2009




Application deployment descriptor (2 of 2)

» Simplest of deployment descriptors

* The editor can be used to:

— Edit the application’s display name and description
— Add and remove modules

« Web

- EJB

» Application client

* Resource adapter (connector)
— Work with security roles of the application

© Copyright IBM Corporation 2009



Packaging enterprise applications for deployment

* You can deploy Java compliant EAR and WAR files.

* An enhanced EAR includes Java EE artifacts plus resource information
needed to install on the WebSphere Application Server V7:
— JDBC resources (data sources) Enhanced EAR
— Class loader

Resources
— JAAS authentication aliases Enhanced =)) Java EE
. . EAR application
— Shared libraries EAR

Properties
— Virtual host information )

» Benefits in improved productivity:
— Application resources and properties come with the application.

— The application installation process creates the necessary resources within
the server or cluster.

— Moving an application from one server to another also moves the resources.

+ WebSphere extensions supported by:
— Assembly and deploy tooling
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Application scope resources (1 of 2)

* Define resources to be included in the enhanced EAR file.

‘r_‘? Enterprise Explorer &3 ‘L:'f‘ Services} — qé'} 11? e EW
% Tradefpp :
=B TradeEds

Tﬁ TradeEJE = Copy Chrl4+C

[+-FE% Services

lication
Mew 4

D Paste ZErlH-Y
lﬁ ejbMadule % Delet Delet
[H-m JRE SystemL T FIEtE

: [Mowve...

E-ﬂ. WehSphere £

-\ EAR Libraries  FENaME... -
o

I':'I---'?'::' TradEWEh Irnpaort '
[+-'zg TradewWeb Expatt '

"% Jawa Resour:
E-ﬂ. Javascript SU & | Refresh FS
B-§= webContent Close Project

PDE Tools L
Web Services Sphere Application Server Deployment
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Application scope resources (2 of 2)

I 5 WebSphere Spplication Server Deployment &3

WebSphere Deployment

Data Sources
Allows the installed applications ko access data from databases,

IDEC provider lisk:
Mame I Implementation Class Mame
LJ Trade com.ibm.db2. jcc. DEZXADataSource

Data source defined in the JDBC provider selected abowve:

Marme | JMDI Name
G Trade jdbc/tradeds
1

Resource properties defined in the data source selected above:

Marmne | Yalue
% databaseMame TRADE
% driverType 4

F.=. servartlane kb=t
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Dealing with enhanced EAR files at deploy time

.TO Ig nore nstall Mew Ap

appllcatlon Specify options for installing enterprise applications and modules,

SCOped - Step "l= Select Select installation options
installation optdons
resources at :

installation
time:

Specify the various options that are available to prepare and ins

r Precornpile JavaServer Pages files

Directory to install application

T Distribute application
I- Use Binary Configuration

r Deploy enterprise beans

Application name
|TradeApp|ication

p Create MBeans for resources

Bind EJB

r Owerride class reloading settings for Wweb and EJB modules

Reload interval in seconds

) EJB
to beans

r Ceploy Web servicas
Validate Input offfwarn/fail
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Generating an EAR file for deployment

Tradedpplication b  Assemble appIiCation
TradeEJE d |
Trade\Web = Copy  ChrC @ modules.

Paste Gl * Resolve Java EE

Trport b dependencies.

Save all changes.
EAR Export Export the EAR file.

Export Enterprise Application project to the local file syskem,

. * If source is available, it

can optionally be
EAR project: | Tradedpplication . .

included in the EAR
W e A B 1P ogram Filesi IEM W ebSphere dppServeriprofilesiprofile Liinstallablefpp .

file.
Target Runtime o
IV Cptimize far a specific server runtime @ ° The eXported f||e |S
IWebSphere Application Server w7.0 ready to be deployed )

[ Export source files

[ Crverwrite existing file

(7) Finish I Cancel
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Checkpoint

1. The result of packaging an enterprise application is

2. True or false: Java EE 5 reduces or eliminates the need to
deal with Java EE deployment descriptors in many cases.

3. True or false: Enhanced enterprise applications are the
recommended way to deploy applications in a production
environment.
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Checkpoint solution

1. The result of packaging an enterprise application is
— An EAR file

2. True or false: Java EE 5 reduces or eliminates the need to
deal with Java EE deployment descriptors in many cases.
— True

“‘Annotations reduce or eliminate the need to deal with Java EE
deployment descriptors in many cases.” — Java EE 5 specification

» Caveat: If you do not specify the deployment descriptors, the
product assumes certain default names.

3. True or false: Enhanced enterprise applications are the
recommended way to deploy applications in a production
environment.

— False. Enhanced EAR files help the developer to test the
application.
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Installing enterprise applications

Administrative

EAR file console
i
WebSphere
O ] Application
Server
ﬁ:@ EAR file
wsadmin>
_>
Jython
script

Configuration
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Installation tasks

» Configure the application environment as required
— Variables, virtual hosts, class path, security, and so forth

» Configure application resources

— JDBC provider, data sources, JMS resources, or SIBus, if applicable
* Install application
« Manage static content

— Files served by Web server, not in EAR file
— Leave static content in EAR file
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Make application files available to server

» The default directory assigned to hold the EAR file before it is
installed is:
<profile root>\<profile>\installableApps

» Most often, the application file you receive is an enterprise
archive (.ear) file.
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Installing a new application

. .
- Select Applications > R : -

New Application >
New Enterprise & | ocal file system
Application Full pth

IC: haoftwarehE arstindvarshd

Specfy the EAR, WAR, JAR, or SAR module to upload and install,

Path to the new application

& Remote file spstam

Browsze...

ewr Application

e xt Cancel

New Application

This page provides links to create new applications of differant types,

Install a New Application Preparing for the application installation

Waw Entarprise dpplication How do you wrant to install the application?
_MHew Enterprise Application

i Fast Path - Prampt only when additional information is required.

MWew Business Level Application 7 Datailed - Show il installation optionz and parameters,

hoose to generate default bindings and mappings

Mew Azset

L

Previous
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Example of fast path installation

Install New Application

Specify options for installing enterprise applications and modules,

—3 Step 1: Select Select installation options
installation options

Specify the various options that are available to prepare and install your applicatic

Step 2 Map
modules to

servers — this
page specifies
which server
or cluster that
the application
will run on.

r Precompile JavaServer Pages files

Surnrmary Directory to install application

i Distribute application

I_ Use Binary Configuration

r Deploy enterprise beans

Application narme
[quotews |

3 Create MBeans for resources

r Override class reloading settings for Web and EJB modules

Feload interval in seconds

l- Deploy Web services
Validate Input offfwarn/fail

o Praocess embedded configuration

File Permission

Allow all files to be read but not written to -
Allow executables to execute
Allow HTML and image files to be read by everyone =

|. #, dlI=7554 *, c0=7554, %, a=7354. %, 5|=753
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Example of detailed installation

Specify options for installing enterprise applications and modules.

elact Select installation options

ep
installation options

Specify the various options that are available to prepars and inst
Step 2 Map
modules to servers ¥ precompile JavaServer Pages files

Diractory te install application

modules ™ pistrisute 2pplication

ep 4 Map

I use Binary Cenfiguration
shared libraries ¥ =

FmE rep I Deploy enterprize beans

shared library Application name
relationships [Traderpplication

Step 6 Provide
JNDI names for
beans

¥ creste MBezns for resources

I ovarride class reloading ==ttings for Wab and EI8 modules

Step7 Bind EIB Raload intarval in seconds
Business

=p & Map BB )
e e g el Il beploy web services

validate Input off/warn/fail
Step 3 Map virtual

varm =
hosts for Wab

odule:
SRSSEES I Process embedded configuration

Map . .
roots for File Permission
Web modules Al =l file= to be read But not written to
Allow exscutables to execute
Step 11 Map allow HTML and image files to be raad by sveryens

environment entri

For Web modules [#Ldli=755=.7\.20=755=.7\.a=755=,71.5/=755

Step Map Application Build ID
security roles to Unknovwn
users or groups

i I allow dispatching includes to remote resources
Metadata for
e I allow servicing indudes from remote resources

Business level applicstion name
[create new BLA

Asynchronsus Request Dispatch Type
Disabled L2

T Allow EJE reference targets te resclve automatically

Summary
step
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Starting an application

« After the application is installed you can select the application and: start,
stop, install, uninstall, update, rollout update, remove file, export, or
export DDL.

» Go to Applications - Application types - WebSphere enterprise
applications.

Enterprise Applications

Enterprise Applications
Use this page to manage installed applications, A single application can be deployed anto multiple servers.

Preferences

Star':l Stop Inztall Uninztall Update Rollout Update Remauve File Expart Export DDL
e | [
(e
Selact Marme & Application Status Q

“ou can administer the following resources:

- Defaultdpplication =]
| Suotews P
| Tradefpplication g
| uer B
Tatal 5
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Application update

Preparing for the application update YOU Can update the

Specify the EAR, WAR, JAR, or SAR meodule to uplead and instzll. fU" application, a
Application to be updated: S!ngle rIrIOdUIe’ a
Tredefpplication smgle file, or part of
Application update options the application.

(o) Replace the entire application

Upload an enterprise archive (*.ear) to replace the entire installed application.

Specify the path to the replacement =ar file.
@ Local file system

Full path
[ [ Browse...

 Ramote fils system

Full path

[erovee... |

o Replzace or 2dd = single module

If the path to the new module matches an existing path to @ module in the instzlled spplication, the new moduls
replaces the existing module. If the path to the meodule does not exist in the instzlled applicaticn, the new module
is added to the zpplication.

8 Feplzce or add = single file

If the path to the new file matches an existing path to = file in the instzlled =pplication, the new file replaces the
existing file. If the path to the file does not exist in the installed application, the new file is added to the
application.

& Replace, add, or delete multiple files

Use a compressed file format such as .zip or .gzip. The compressed file is unzipped into the installed application
directory. If the uploaded files exist in the application with the same paths and file names, the uploaded files
replace the existing files. If the uploaded files do not exist, the files are added to the application. You can remove
existing files frem the installed application by sperifying metadata in the compressed file.
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Application startup behavior and auto start

 Startup behavior of an application

— The values set affect how quickly an application starts and what
occurs when an application starts.

— Click Applications - Application Types = WebSphere enterprise
applications 2> application_name - Startup behavior in the
console navigation tree to configure startup behavior settings.

» Automatic starting of an application

— By default, an installed application starts automatically when the
server on which the application resides starts.

— Click Applications - Application Types = WebSphere enterprise
applications - application_name - Target specific application
status to configure auto startup.
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Checkpoint

1. True/False: You can update a single module or part of an
application in the console.

2. True/False: The default startup behavior for an application is
to automatically start when the server starts.

3. What is the default directory for storing EAR files before they
are installed?
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Checkpoint solutions

1. True/False: You can update a single module or part of an
application.

* True

2. True/False: The default startup behavior for an application is
to automatically start when the server starts.

* True

3. What is the default directory for storing EAR files before they
are installed?
* <profile root>\<profile>\installableApps
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Overview of problem determination (1 of 3)

Problem determination (troubleshooting) is a systematic
approach to solving a problem. There are two approaches:

1. Analysis approach
» Collect and analyze diagnostic data (possibly through several
iterations) until root cause is found.

2. lIsolation approach

* Reproduce the problem, analyze results, remove variables
(possibly through several iterations) until root cause is found.
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Categorize and describe the problem

Categorize and describe the problem based on diagnostic data:

e \What are the symptoms of the problem?
e Where does the problem occur?
e When does the problem occur?

e Does the problem occur after a recent configuration change?
e Can the problem be reproduced?
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Are all components in application flow accessible?

[
7

Use browser to access
http://localhost (if local)
or http://<ip_address>

Check SystemOut.log and
<server_name>.pid file. Verify there is
a Java process with this PID.

=) (if remote) : :
Client Check status in admin
l // console or JMS client.
HTTP ‘gerver g Application server /I_
Messaging
Load engine
balancer g _ > Web EIB
HTTP plug-in container container
y/ 4 A A
/L =
Enable b Use ¢ Use Java
Ping the IP tracing in rowser ?t client to
address; http_plugin accggg PO access EJB
ping the log file X <
cluster
address Use database client Uigrlr?nizi?jatfh
with SQL to check LDAP user
tables Application | access LDAP regist
data server gistry
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Resources for performing a problem investigation

Resources to help investigate your problem:

e Product support pages

e WebSphere support page
e Information Center

e IBM Support Assistant
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Information center: Troubleshooting and searching

Home | Products | Services & solutions | Support & downloads | My account

Search | |m Search scope: All topics
Contents

= * The information
El network Deployment (Distributed platforms and Windows), Version 7.0 (5
+ [ Learn about WebSphere applications ce nte r is a g OOd

+ [ Product overview and quick start

+ [ Mew features f

+ 3 Migrating, coexisting, and interoperating reso u rce 0 r

+ [ Migrating WebSphere applications .

+# [ Installing your application serving environment tro U b I eS h 00t| n g .
+ [1A Setting up the application serving environment

+ [1A Setting up intermediary services

+ [ administering applications and their environment

+ [ Scripting the application serving environment {wsadmin) ) S peCiﬁ C p ro b I e m

+# [ Establishing high availability

+ [ Securing applications and their environment

+ [ Developing and deplaying applications a reas a re

+ [ Moritaring

H] ﬁ]Tuning performance dOCU mented and

=l LA Troubleshooting and support

=l How do I7... Troubleshooting a SearCh faCility

+ [ Debugging applications . .
+ [ Adding logging and tracing to your application |S p rOV| d ed .
+ [ Diagnosing problems (using diagnosis tools)
+ [ Analyzing application server Java system dumps with the IBM Monitoring and Diagnostic Tools
+ [ Troubleshooting WebSphere applications
===
5l Release Notes
+# [ Glossary
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What is the IBM Support Assistant?

e The IBM Support Assistant workbench (ISA) is a free, stand-
alone application that is installed on any workstation. It can
also be enhanced by installing plug-in modules for the IBM

products you use.
— The ISA workbench is supported on Windows and Linux
— The ISA Agent manager and Assistant agent need to be configured
to support other platforms such as AlX and Solaris

e Benefits of ISA include:
— Saves time searching product, support, and educational resources.
— Assists in opening a problem management report (PMR)
— Allows for easy location and installation of useful product support
tools using a support tool framework.
— Easily downloaded from
http://www.ibm.com/software/support/isa/
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IBM Support Assistant workbench home page

&Wek}ome - IBM Support Assistant Workbench N =] B3]
File Administration Update Window Help

Support Assistant N .az Q:i] =@/ ﬂ [1 m

fir Home

Welcome to IBM Support Assistant

Find Information

Easily find the information you need
including product specific information
and search capabilities.

Analyze Problem

Diagnose and analyze problems
through serviceability tools, collection of
diagnostic artifacts, and guidance
through problem determination.

Manage Service Request
Effectively submit, view and manage
your service requests enhanced with

automated collection of diagnostic data
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First Steps
K Make first steps

Tutorials

Gao through tutorials

Latest News
ALERT: Required Update! Click
=" Jpdate" > "Find Updates to Add-
ons” to upgrade now
- Dump Analyzer 2.1 ships with full
support!
- Pattern Modeling and Analysis Tool
V2.4 ships!
B Tune in for a free Demol

= \ore News....




Examining server log files

e Log files are an initial source of diagnostic data

e \WebSphere provides several useful logs including
— JVM logs
— HTTP plug-in logs
— Console runtime messages
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WebSphere Application Server logs

e JVM logs: created by redirecting the System.out and System.err
streams of the JVM to independent log files.

— One set of JVM logs for each application server and all of its applications located
by default in the following directory:
<profile root>/<profile name>/logs/<server name>

— SystemOut.log and SystemErr.log

e Process logs: contain two output streams (stdout and stderror) that are
accessible to native code running in the process.

— One set for each application server
— native_stderr.log and native_ stdout.log

e IBM service log: contains both the WebSphere Application Server
messages that are written to the System.out stream and some special

messages that contain extended service information
— One per profile (node)
— activity.log
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Server log files: Types and locations

e Application server log file destinations and names for are

configurable. The default location is:
<was_root>\profiles\<profile name>\logs\<server name>

e Application server log files:
—SystemOut.log and SystemErr.log
—startServer.log and stopServer.log
—trace.log
—native_stdout.log and native_stderr.log

eWeb server plug-in log file:
—http_plugin.log

*Location: <plugin root>\logs\<webserver name>
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How to view logs

e JVM logs:

— Click Troubleshooting > Logs and Trace in the administrative
console navigation tree and view in the console.
— Navigate to the

<profile root>\<profile name>\logs\<server name>
directory on the machine where logs are stored, and open
SystemOut.log or SystemErr.log in a text editor.

e Process logs:
— Navigate to the
<profile root>\<profile name>\logs\<server name>
directory on the machine where logs are stored, and open
native stdout.log or native_ stderr.log in a text editor.

e IBM service log:

— Located at <profile root>\<profile name>\logs\activity.log
— Use Log Analyzer in IBM Support Assistant to view.
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Viewing runtime messages in the console (1 of 2)

e Runtime events are grouped by severity:
error, warning, information

e To view select: e L
Troubleshooting 2 Runtime Events
. Use this page te view runtime events that propagate

Runtime Messages 2> from the server,

. [} runtime Events have been dizabled by default
—_ Runtlme Error ("Mene"). To enable a event level please select frem the

. . list. "Error” wiould enable only Error runtime events.
— Runt|me Warn|ng "Warning" would enable both Error and Warning runtime

Runt|me Informatlon events. Info would enable all runtime events.

- None VI

e Runtime events are
disabled by default

o] |4
[ ] Select Info to enable Timestamp Message Originator Message
all runtime events fen=
Total 0
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Viewing runtime messages in the console (2 of 2)

Runtime Events

Runtime Events > Message Details

e Runtime events details

InClude. Use this page to view runtime events that propagate from the server.

— Message code and text
— Brief explanation of the

General Properties

Message
SRWEDZ255E: A WebGroup/Virtual Host to handle /snoop has
not been defined.

event
. Message type
— ACtIOh for the user to [Runtime error |
Explanzticn
perform Ccpuld not find a web group (web madule) or virtual hast to ‘

handle the request. This is an application error.

— What server component
issued the message

User action

Be sure the web group and virtual host is defined and ‘

— Timestamp deployed.
— Thread ID ENE R —— |
- NOde name Source object type

|RaEchgingSer'.-ice |

— Server name

Timestamp

Dec 14, 2008 B8:42:13 PM EST |

Thread Id
EE |

Node name
|vas?0hcsttlll'lcdetll. |

Server name
|Eer'.-er]. |
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Using diagnostic tracing

e Tracing can be started
—While server is running using Runtime Diagnostic Trace
—When server is started using Configuration Diagnostic Trace
e Trace output can be directed to:
— File (default)
—Memory ring buffer — dumped after trace stops
e Tracing has a significant impact on performance
— Enable temporarily for problem determination
—Trace to file is slower than trace to memory ring buffer Runtime tab

Java components Ring buffer D‘f’igp
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Enable and configure tracing

Configuration Runtime

e Troubleshooting 2>
Logs and Trace 2>

General Properties

<server_name> > Frace Output
Diagnostic Trace € None
i . Memaory Buffar
e Configure Trace Output # Maximum Buffer Size
_ None g thousand entries
—Memory buffer  File
H #* Maximum File Size
—File (default) R
. #* Maximum Mumber of Historical Files
e Configure Trace Output Format 5 - ristenest
—Basic (recommended by IBM # Filz Name
Support) SSERVER_LOG_ROOTNtace.log
— Advanced

Trace Output Format
IEaEic (Ccrnpatil:le):l

e Note: Configure Log Detail
Level to get trace output [Aeely ] [0K] [Reset] [Cancel
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Setting the log detail level (1 of 2)

e Logging and Tracing >
<server> >
Change Log Detail Level

e Log detail level affects tracing
and regular logging
— Setting levels below info reduces the
amount of data in logs
— *=of f disables logging altogether

e Trace levels (fine, finer, finest)
do not appear in the trace file
unless logging is enabled

e Log string can be typed in or set
using the graphical menu

e Defaultis *=info
e User-created applications can be

instrumented too, and be
included in the trace output

Configuration Runtime

General Properties

Change Log Detail Levels

Components

*=info
Groups
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-

B a- * [all Components]

- CLASS MAME M
- ConfigError

A~ ConnCloselogit
- ConnLeaklogic
A-JaasWCCMHelp
4l -CRERas
dl-CpenlFA
A-SA5Ras
A:SuppressBeanL
- SuppressServle
Al SystemErr
stemCut

i

A~ WebAttributes. ™




Setting the log detail level (2 of 2)

e Select
component

e Select one of
—No logging
—Messages only
—Messages and

Traces

e Or select
Message and
Trace Levels
and select
Trace level

EF@com. b websohere.cecurity, I

[ a-com.i
[H A-com.i
[ alcom.i

Mo Logging

4l Meszages Only

2 All Messages and Traces

[ al-com.i
M a-com.i

Mezzage aR\d Trace Levelsz

1Y

8 - com.ibm.wlkple.®

——

Hal-com.ibm.ws.*

H dl-com.ibm.wszpi.®
8 4l com.ibm.xml.®
H 4l -com.sun.xml.®

Hal-javax.™

H dl-javax.management.®
H dl-javax.management.remote.®
Hal-javax.xml®

Hal-openjpa.™

Hal-org.apache.axis2.®
H A-org.osgi.util.®

Hdl-sun.rmi.®
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o= fatal

& SeVere

& warning

4 audit

Al info

A config

e detail

Trace Levels

- fine

e finer
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Trace output content and format

e Trace output allows administrators to examine processes in
the application server and diagnose various issues.

e Two formats can be configured
— Basic (recommended by IBM Support)
— Advanced

e Trace events displayed in basic format use the following

format:
— <timestamp><threadId><shortName><eventType>[className] [meth
odName] <textmessage> [parameter 1] [parameter 2]

e Possible values of eventType include:
— > atrace entry of type method entry.
— < atrace entry of type method exit.
— 3 atrace entry of type finest, debug or dump.
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Reading a log or trace file (1 of 2)

e Log and trace file format:

Msg
Type

Description

1,2,3

Trace info: fine, finer, finest

Audit

Warning

Type was not recognized

Error

Detail

Configuration

Fatal (exits process)

Information

JUIO—-nOUrnN§>

Program output

Program output (sys.err)

[06/30/08 9:51:15:081 GMT] 3c07adad PMIImpl A PMONO0O1A:PMI enabled

I A

Timestamp Threadld Component Msg type MsgNr: Message
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Installation problems

e The process of installing WebSphere Application Server
automatically creates numerous log files.

e Most installaltion problems can be solved by
— Locating the relevant log files created during installation
— Interpreting the log file messages
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Installation log locations

e Log files for installation and uninstallation for all packages
can be found under the <install root>\logs\ directory

e |f the logs directory can not be accessed during installation,
the logs are saved under
<user home>\<productID>logs

e If there is a JDK related problem and you cannot find any
logs, look under <0S temp directory>\niflogs
— /tmp/niflogs on UNIX and %TEMP%/niflogs on Windows

© Copyright IBM Corporation 2009



Installation exit codes

e All V7.0 installers, including IHS and plug-in installers use a
common logging strategy, including exit codes.

e Exit codes are not set on Windows platforms due to an Install

Shield limitation.
— Consult log.txt for information on success or failure

INSTCONFSUCCESS (exit code 0 ) implies successful
install and profile creation.

INSTCONFFAILED (exit code 1) implies a failed install.

INSTCONFPARTIALSUCCESS (exit code 2) usually implies
a successful install, but some configuration action failed.
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Problem determination tools

e In the overall process of problem determination diagnostic data
must be collected or generated and the data must be
analyzed.

e Various tools are available to help you collect and analyze

diagnostic data for solving problems related to
- JVM

— Server and application configuration

— Performance

— Namespace issues
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Problem determination tool availability

e Some tools are integrated into the WebSphere administrative
console.

— Tivoli Performance Viewer, Configuration validation, Classloader
viewer, and so on.

e Some tools are separate programs shipped with WebSphere

Application Server itself, or ship as separate products in their
own right.
— dumpNameSpace, RAD, and so on.

e IBM Support Assistant (ISA):

— Serves as a central point from which many tools can be found and
even executed directly inside ISA.
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Problem determination tools (1 of 2)

e |IBM Guided Troubleshooter

— Provides step-by-step guidance to perform various problem
determination tasks

e Collectors

— Facilitate gathering the log files and other artifacts needed for analysis
of a problem, and sending them to IBM Support

e Tivoli Performance Viewer and Performance Advisor

— Captures and analyzes statistical performance data from a running
WebSphere Application Server system

e Configuration validation

— Checks for errors in a WebSphere Application Server configuration
e Log Analyzer

— Analyzes and correlates logs from multiple servers
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Problem determination tools (2 of 2)

e Classloader Viewer
— Diagnoses problems related to loading of classes in applications
e Memory Dump Diagnostic Tool for Java (MDD4J)
— Analyzes heap dumps to diagnose out-of-memory conditions and leaks

e Pattern Modeling and Analysis Tool for Java Garbage Collector (PMAT)
— Analyzes a JVM verboseGC log to diagnose out-of-memory conditions
e Thread Analyzer

— Analyzes a JVM thread dump to diagnose hangs, bottlenecks, and so forth
e DumpNameSpace
— Dumps the contents of the JNDI namespace to diagnose application configuration
and startup problems

e And more
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Using the Log Analyzer

e Log Analyzer can be downloaded as a tool add-on in the ISA
Workbench

e Log Analyzer enables you to analyze log files using either of
the following methods:
— The user can perform a manual analysis
— The Log Analyzer perform an automatic symptom analysis

e Log Analyzer also enables you to correlate information in a log

file from a single application or in multiple log files generated
by different applications.
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Log Analyze

r — Log View

1 |

=] Properties 38 Sympkom Analysis Resulks View - Dec 12, 2008 1:13:28 PM 22 l

& Log Analyzer - 101 x|
File Edit Yiew Tools Help
25; Log Mavigator =0 %_.—EJ Lag Yiew - IBM WebSphere Application Server (WaAS) activity log activity.log &3 l =0
= || (Filter: Show warning and error log records ) ,@ o | - | E la'z g__:g- |
= ‘;’_?J | ':g | Log Records {Page 1 of 1 Filter matched 25 of 797 records)
E| E; Logs ~  Creation Time I Severik I Message Text I Priorit: I Situ-;l
© 45 1BM websphere ¢|| Dec 11, 2008 4:55:08.546000 PM 30 DCSYS104W: DCS Stack DefaultCar. .. 0 Repc
Dec 11, 2008 4:15:46. 125000 PM IEE r-il=d to obtain Node Synch Status: i Repr
& Symptom Cetloos s | 0| Rend
- b NoosnatyzerPro | hec 11, 2008 4:13:37.562000 oM 0 Repc
(== Carrelations Dec 11, 2008 4:15:37,.546000 PM T uid ot invoke an operation on ob, ., i Repr
Dec 11, 2008 4:18:33.234000 PM IEE F-il=d to obtain Node Synch Status: .. 0 Repe
Dec 11, 2008 4:15:33,203000 PM A ouid ot invoke an operation on ob, . i} Repo
18:31.421000 PM IEE -ould not invoke an operation on ob.. 0 Rept
15130, 465000 PM IEE F-ilcd bo obtain Mode Synch Status: ... 0 Repc
1 18:30,437000 PM T -ould not invoke an operation on ob.., 0 Rept
Dec 11, 2008 4:18:06.843000 PM IEE F-il=d to obtain Node Synch Status: .. 0 Repr—
Dec 11, 2008 4:15:06,512000 PM T uid ot invoke an operation on ob, ., i Repr
Dec 11, 2008 4:18:04.437000 PM IEE Filcd to obtain Node Synch Status: .. 0 Rept
Dec 11, 2008 4:15:03, 937000 PM A ouid ot invoke an operation on ob, . i Repr
Dec 11, 2008 3:06:32.171000 PM 30 SECJIO371W: Yalidation of the LTPA ... 0 Repe
Dzlac 11, 2008 3:06:31,528000 PM 30 SECIOZ7LW: iu'alidation of the LTPA ... i RiiLl
a4 L3
=0

~<.ﬂ|dg -&9'|§?J |

Swmptom Analysis Resu, . .tched 1 of 1 records)  Symptom definitions | Recommendations a. .. ] Matched Events| ks

Creation kirne | Symptam
Dec 11, 2005 ... ADMMWOOZZE

+ Recommendations and actions

Lists all recommendations and actions assois
sympkom definition. Select an item in the table e
details.

b view its

2l | B . .

i
the selected

ORecommendatlon Mo appropriate permission is associabed with

| =l
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Log Analyzer — context menu

§_E Log View - I6M WebSphere Application Server (WAS) activity log activity log &3 l =0
(Filter: Show warning and error log records ) Bl | }:D . | = I | E laz =k |
Log Recards (Page 1 of 1 Filker matched 25 of 797 records)

~  Creation Time | Sewverit Message Text I Priorit I Situ.ﬂ
Dec 11, 2005 4:15:31.421000 PM Could not invoke an operation on ob... u] Rept
Dec 11, 2005 4:15:30.463000 PM I F:iled to obtain Mods Synch Status: ... 0 Rept
Diec 11, 2008 4:18:30.437000 PM ST C-uld not invoke an operation on ob... i Repc
Dec 11, 2008 4:18:06.543000 PM IET Fsil=d to obtain Node Synch Status: .. i Repe
Dec 11, 2008 4:18:06.512000 PM IEE ould rot invoke an operation on ob... i Rept
Dec 11, 2008 4:18:04.437000 PM IET F:il=d to obtain Node Synch Status: .. i Rept

IET o.ld not invoke an operation on ab... 0 Repe |

Dec 11, 2005 3 .
Dec 11, 2005 3:00:55.015000 PM

Dec 11, 2005 2:59:43.062000 PM

Dec 11, 2005 11:55:03.359000 AM
Dec 11, 2005 11:53:03.062000 AM
Dec 11, 2008 11:32:08,500000 AM
Dec 11, 2008 11:32:00, 140000 AM

4]

? =1 Analyze Selection
30 S Analyze Al \

Right-click any event to

I - #0hee Setings... \ bring up the context
[

30 | Properties \ menu.

30

Copy to Clipboard
Mew Symptom Definition. ..

=l Properties 52 ] &B Symptom Analysis Resulks Yiey

Refresh Views

Event Details

&dditional Data Attributes

Carrelation Data Attributes

Sikuation

IMessage Information

Source Corponent

Reporting Component

k=4

Message Texk — E Choose Columns. ..

SECIOZT1W: va |% Sort Calumns. .
current Date: Th

Creation Time

events.

From the menu you
can choose to analyze
a single event or all

Search Message Text in IBM Support Assistant
Search Message ID in IBM Support &ssiskant

Correlation by Time

Correlation by Time, Application ID, Host Mame and Database Mame
Correlation by PMI Request Metrics

Correlation by Time, URL and Application ID

Correlation by Time and URL
Correlation by Time and Application ID
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Dumping the JNDI namespace

e DumpNameSpace utility shows JNDI directory content

e Useful to ensure correct association of named objects:
— JDBC resources

— EJBs
— JMS resources
— Other resources

e Syntax and some of the options:

<was_root>\bin\dumpNameSpace
[-host bootstrap host name (defaults to localhost)]

[-port bootstrap port number (defaults to 2809)]
[-startAt subcontext/in/the/treel

e QOutput can be redirected to a file and inspected
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Dumping the JNDI namespace example

e Enter command: dumpNameSpace -root server -port 2809

Mame Space CDump
context factory: com.ibm.websphere.naming.wsnIinitialContextFactaory
provider URL: corbaloc:ifop:localhost:2809
Reguested root context: server
starting context: (top)=was7host0lcellol /nhodeswas7hostUlnodell servers/sarverl
Formatting rules: jndi
Time of dump: Fri Dec 12 15:04:40 EST 2008

Beginning of Name Space Dump

1 ¢top)
2 (top)stm Javax. naming. Context
3 (top)/omsdefault com. Tbm.ws. asynchbeans. timer. TimermManagerImpl
4 (toplsmail Javax. naming. Context
15 (tD 2/ 7dbe javax.naming. Context
16 (top)ildbchefau1tEJBT1merDataSDurce Javax.resource. cci.ConnectionFactory
17 (top)/Jdbc/PlantsBywebspherebatasource Javax.resource. cci.ConnectionFactory
18 (top)/Jdbc/PlantsBywebspherebataSour ceNONITA avax.resource. cci.ConnectionFactaory
19 ¢Ctop)/scom. ibm.websphere, ejbcontainer Jawvax. naming. Context
20 ¢top)/com. ibm.websphere. eJhcontainer /Plantseywebsphere
20 Jawvax. naming. Context
29 (top)/Defaultbatasource javax.resource. cci.ConnectionFactary
30 (top)/userregistry com. bm. websphare. security. _Userregistry_stub
31 (top)/servernama java.lang. string
32 (top)/eis Javax.naming. Context
33 (rop)/eis/jdbe Javax.naming. Context
34 (top)/seis/Jdbc/PlantsBywebspherebatasource_CMP javax.resource. cci. Connect1DnFact0ry
35 (top)seis/Defaultbatasource_CMP Jawvax.resource. cci. ConnectionFactory
36 (top)/Increment com. ibm. defauTtapplication. IncrementHome
37 (rop)/ita javax. naming. Contaxt
38 (top)/]ta/usertransact1Dn java.lang.object
39 (top)/seib avax.naming. Context
40 (tDp)IEJbIP1antsBywebSphere Jawvax. naming. Context

41 (topy/selbsPlant seywebsphere/PlantsBywebsphereels. jar
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Checkpoint

1. What are the two approaches for problem determination?

2. What are the two types of JVM log files, and what data do
they contain?

3. What are the three levels of diagnostic trace detail?

4. What are the three major features of the IBM Support
Assistant that are accessible from the Welcome screen?

5. What are some JVM-related problems that a server can
experience?
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Checkpoint solutions

1.

2.

What are the two approaches for problem determination?
— Analysis and isolation

What are the two types of JVM log files, and what data do they

contain?

— SystemOut.log contains messages from different server components.
Mostly informational, these messages log events that occur during the
lifetime of a server’'s JVM. SystemErr.log contains any exceptions
and stack traces thrown by server components.

. What are the three levels of diagnostic trace detail?

— Fine, finer, and finest

. What are the three major features of the IBM Support Assistant

that are accessible from the Welcome screen?
— Find Information, Analyze Problem, and Manage Service Request.

. What are some JVM-related problems that a server can

experience?
— Hung threads, OutOfMemory conditions, connect leaks
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WebSphere cells

» A WebSphere cell defines an administrative domain.
— Available in WebSphere Application Server Network Deployment.
— A deployment manager provides centralized administration for entire cell.

— A cell is created as a profile.

— Nodes run application components in application servers.

Cell
Node01 /
Node agent
serveri | | server2 |

Deployment
manager

Node02

\ .............

i Node agent !

| server3 || server4
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WebSphere Application Server process types

» Application server
— Provides the functions that are required to support and host user applications.
— Runs on only one node, but one node can support many application servers.

* Node agent
— Created and installed when a node is federated into a cell.
— Works with the deployment manager to perform administrative activities
on the node.

* Deployment manager
— Administers multiple application servers from one centralized manager.

— Works with the node agents on each node to manage all the servers in a
distributed topology.

— Application server nodes are federated with the deployment manager before they
can be managed by the deployment manager.
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Network deployment concepts

* Deployment manager (dmgr) * Node
— Manages the node agents. — Logical grouping of servers.
— Holds the configuration repository for the — Managed by single node agent process.
entire management domain, called acell.  _ Each node is defined within a profile.

Administrative service runs inside the dmgr.

— The deployment manager is defined within
a profile. Web-based mEEmmmmesssad
admin console

Command line
Cell Command © | C>wsadmin

) $ Deployment |«
............... Conﬂgurahon e0iCe11 /odes /was7host

manager
Node01 _ . Node02
.............. P Admin service R

A 4

~% serverl < server3 [«

P server2 ¢ > server4 |

Master
- configuration
o e || || L

© Copyright IBM Corporation 2009




Application server profile

» Application server profiles provide

a base installation. Cell

» Application servers in the network
. Deployment

deployment product can run as: manager

— Managed nodes in a cell.

— Stand-alone application servers. SRS ST ST
» Multiple application server profiles :| Nodeo1 | Node02

can be created on a single : S

computer. _ servert Node agent
 Each application server profile can: v v

be federated into a cell. ' sorvor2 | ssrvers
° Multiple baSe profiles On a Single '-----------S-;;-r;;j-:a-l-;-r;-e ....................... ;:.é;é;.a.gé; ............

computer can be federated:
— Into the same cell.

— Into different cells.

— Remain stand-alone.
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Deployment manager profile

* |s used to create a deployment Cell
manager process (dmgr). o

« Can exist on an independent ‘| Deployment
computer. ;| manager |

« Can exist on a computer with
other profiles. v !

* Provides centralized Node01 Node02
administration of managed ..........................................................................................
application server nodes and Nodeagent Node agent
custom nodes as a single cell. v v v v

server1 server2 server2 server3
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Custom profile

A custom profile creates a node

. . Cell
without an application.

» Automatically federated into a cell Deployment
during profile creation by default. manager

* No application servers are created
during profile creation.

* Use the deployment manager Node01 | Node02 :
administrative console to create | |ims s
servers and clusters on the Nodeagent ~ i)il: . Nedeagent =~ )
federated node. v v_ |

server1 server2

« Consider a custom profile as a : s
productlon_ready She”, ready fOI' Terssmsmssasas C ustom ............. .

customization to contain your
servers and applications.
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Creating profiles

[ Profile Management Tool 7.0 _ O] x|

® PrOfiIe Management TOOI Environment Selection ¢ C
— Start menu (Windows only) Ul]
- LaunChed from inSta” Wizard Select a specific type of environment ko create,

Environmenks:

— Launch command-line tool pmt.bat

= WebSphere Application Server
- Cell (deployment manager and a Federated application server)

» <was_root>\bin\ProfileManagement\ et
. . . - Applicati
+ Similar command exists for UNIX Cratomretle
. . . . Secure proxy (configuration-only)
* Wizard in First steps console
* manageprofiles
g p = Back I Mext = I Fimish | Cancel

— Command-line tool

— Create profiles in silent mode using manageprofiles -silent option
— Other manageprofiles options include: -listProfiles -delete

e+ Command Prompt ;IEIEI

B

“Program Files‘\IEM\WehSpheretippServerthinsmanageprofiles -create -profilename
profiled -profilePath “"C:\Program Files\IBM3wWebSpherevwtppServerthprofileshprofil
23" —templatePath "C:“Program FilesyIEM\WebSpherehAppServeryprofileTempl ateshdef
ault" -nodeMame wasFhostOiWodedd -cellName wasFhostd1Ce]103 -hosthname wasFhostol

INSTCONFSUCCESS: Success: Profile profile3 now exists. Please consult C:%Program
Files IEM\WebSpheretfppserveryprofilesyprofiled®logstaboutThisProfile.txt for m
re information about this profile. _I

-
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Profile Management Tool — launch and create

[ profile Management Tool 7.0 =] 57
File indow Help

1 ) Launch the Profile

£ () Profile Management Tool Management Tool
il * Started from:
Welcome to the Profile Management Tool - WebS p here
[ Laurchprofie anagement ool [ ) installation wizard
- Windows Start
This wizard creates run-time environments that are referred to as proffies. &t least one profile must exist bo have a menu

functional installation.

- Command line
An initial profile bypically is created during the installation process. Use this wizard to create additional profiles that . .
each contain a set of commands, configuration Files, lag files, deployable applications and other information that ° Cl |Ck La u nCh PrOfl Ie

defines a single application server environmenk.

_ _ - Management Tool to
Click the £ awnch Proffie Managemené Toofbutkon or the Prafile Management Tool tab above ko begin managing .
wour profiles, manage pI’OfI|eS

The online information centers provide mare infarmation about the Profile Management toal and setting up bypical
topologies.

wWebSphere Application Server - View the online information center

[§ Profile Management Tool 7.0 o ] 4
File ‘window Help

B |@ Profile Management Tool Wielcome

Create a profile =5

. ..
EXIS.tIng Profile name | Ervviranment | Prifile path ‘ Create. .. I"
proflles profilel Application server C:\Program FilesiIEM|\\WebSpherst\AppServe. .

augmentk, ..
shown Jugrert.. |

* Click Create
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Profile Management Tool — environment and server
type

[§ Profile Management Tool 7.0 o =]

Environment Selection

Environment selection

prees

* A profile is associated with an
environment type

—— * Following p_anels vary by_environment

£ webSphere Application Server ° EXample Wl” f0||OW Creat'on Of a

: ent manager and a Federated application server) deployment manager

pphcation server

- Cuskom profile
-Secure proxy (configuration-only)

Select a specific bype of environment to create.

Profile Management Tool 7.0 =]

Server Type Selection

r~ Descripkion

pres

A management profile provides the server and services for managing multiple application s
environments, The administrative agent manages application servers on the same machine
Metwork Deployment edition also includes a deployment manager For tightly coupled mana Select the type of server to be created within this management profile
job manager For loosely coupled management of topologies distributed over multiple machi

" Adminiskrative agent

An adminiskrative agent provides management capability for multiple stand-alone application
servers, An administrative agent can manage only the application servers that exist within the
same installation on one machine.

(% Deplayment manager

= Back (l Next > I) Finieh A deployment manager provides management capability For multiple federated nodes. &

L A deployment manager can manage nodes that span mulkiple systems and platforms. The nodes that
are managed by a deplayment manager can only be managed by a single deployment manager and
must be federated ko the cell of that deployment manager.

Server type selection ® oz

A job manager provides management capability For multiple stand-alane application servers,
. . administrative agents, and deployment managers. The job manager can manage nodes that span
° Ad m|n|Strat|Ve agent multiple systems and platforms, The nades that are managed by one job manager alsa can be

. Deployment manager managed by other job managers,

° JOb manager < Back ‘I Next = “ Finish Cancel

S —
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Profile Management Tool — security certificate (2 of 2)

Management Tool 7.0

@ Security certificate (part 2) Security Certificate (Part 2)

preTs

Madify the certificate information ta create new certificates during profile creation. IF you are imparting existing -
certificates from keystores, use the information ta verify whether the selected certificates contain the appropriate
infarmation. I the selected certificates do nat, click Back to import different certificates.

Restare Defaults |

Default personal certificate {a personal certificate For this profile, public and private key):

Issued to distinguished name:

I cn=192,168.192,128,0u=was7host01Nade01 Cell, ou=was?hastl 1Mode01, o=IEM c=l5

Issued by distinguished name:

| cn=192,168.192, 128, 0u=Root Certificate, ou=was7host01MNode01Cell, ou=was7host01Mode0 L, o=IBM, ;=15

Expiration period in years:

[

Root signing certificate (personal certificate For signing other certificates, public and private key):

Ezxpiration period in years:

|15 'I

Default keystore password: —

Corfitrn the default keystare passward:

. o

‘I Mext = !' FEimish | Cancel |
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Profile creation — command-line tool

The manageprofiles script supports a number of functions:

» Create new stand-alone application server profiles.
manageprofiles -create

&+ Command Prompt o =] S|

-
s Program F1'Ies\IBM‘\WebSpher‘e\AppServer\b'ln>managepr0f1'|es -create —pro'ﬁ'leName—I
pm'F'l'IeB —pr'o'FﬂePath 'CiMProgram FileshIEM\wWebSpherehAppservertprofileshprofil
23" —temp]atePath 'C:nProgram FilesIBMyWebSpheretAppServeriprofileTempl ateshdef
ault" -nodeName waszhostOiNode03 -cellName wasrhost01Cel103 —hostname was?hostol—!

IMSTCONFSUCCESS: Success: Profile profile3 now exists. Please consult ©:“Program

Files%IEM\WebSpheretappServeryprofileshprofiledylogshaboutThisProfile.txt for m
re infarmation about this profile.

hd
« List all profiles.
manageprofiles -listProfiles
&+ Command Prompt =10l x|
’\ED‘I}EF??;T E;'I;g‘;gg?}'.:?bggg::_-:j]eégﬁpServer'\bin:managepmfﬂes -listProfiles ﬂ

Delete profiles.
manageprofiles -delete -profileName

¢+ Command Prompt oy ]|

X
N
wProgram Files4IEM“wWebSpherehAppServeribinsmanageprofiles -delete -profil eName—I
profiles —

IHWSTCOWFSUCCESS: Success: The profile no longer exists.
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Directory structure

Folders

B I websphere

125 bin
[T corfiguration
125 deploytool
15 derby
T dev
15 etc
[T Features
[T Firststeps
25 installableapps

|55 installedConnectars

5 java
125 Iafiles
b
125 links
125 Iogs
[T optionalLibraries

125 plugins
= Profile root =
I profile Templates

IE5) properties
E] runkimes

IC5) sar2war_tool
IC5) Scheduler

=l I3 profiles

i) config.old

|5 configuration

IC3) consolepreferences

I3 etc
I fi

C
Q1 installabledpps
HC) installedapps

) insranemeonneckars

IC3) tranlog
IC5) wstemp

bin directory holds the
profile specific tools
and scripts

p config directory holds
all the configuration files
for the profile.

-l |nstallable applications
=) Installed applications

— Logs
=l Properties

A 4

urinstall
uriversalDriver
155 wtil
125 web
53 cimrepos

A 4

System applications

Uninstaller for product
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Server commands review

« WebSphere commands are profile aware
— There is a -profileName option on many WebSphere commands.

— Or issue the commands from the appropriate directory:
<profile root>\<profile name>\bin

* If no profile is used, the default profile is assumed.

— There can only be one default profile.
— Unless otherwise manually set, the first profile created is the default profile.

« Examples (from <was_root>\bin):
— startServer serverl -profileName profilel
— startManager -profileName DmgrProfile
— stopServer serverl < assumes default profile
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Adding a node to a cell

* Add a node to a cell using:
— Administrative console, or
—addNode command-line tool

+ Adding a node to a cell includes:
— Creation of a backup of current

configuration Node01
— Connection to the deployment manager

— Configuration of the node agent

server1

— Addition of applications of node to cell
configuration

- After the node has been added: Before federation

- Use startNode to start the node agent
— Use syncNode to synchronize a node

© Copyright IBM Corporation 2009
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NodeO1
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v
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Adding a node

* Deployment manager administrative console

B System administration Add Node Remove Node | Force Delets | Synchronize Full Resynchronize | Stop
Cell
| [
e
Select| Name 2 Host Name Version Discovery Protocol | Status Q
¥ou can administer the following rescurces:
groups l— ihsnode was7host0l Mot applicable TCP
Centralized Installation Manager
- wasThost0iCellManagerdi | was7host01 ND 7.0.0.0 TCP LS

Console Preferences

Caonsole Identity - wasThost01Node01 was7host01 ND 7.0.0.0 TCP L]
r was7host0lNode02 was7 hostol ND 7.0.0.0 TCP [}

Total 4

« Command-line

addNode dmgr_host [dmgr_port] [-profileName profilename]

[-conntype typel [-excludesecuritydomains true | false] [-includeapps]
[-startingport portnumber] [-portprops qualified filename]
[-nodeagentshortname name] [-nodegroupname name]

[-includebuses] [-registerservice] [-serviceusername name]
[-servicepassword password] [-coregroupname name] [-noagent]
[-statusport 1231] [-quiet] [-nowait] [-logfile filename] [-replacelog]
[-trace] [-username uid] [-password pwd] [-localusername localuid]
[-localpassword localpwd] [-helpl]
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Cell topology

« Cell topology can be viewed through the administrative console

— From System Administration = Cell 2 Local Topology
en —— —— 7]

Cell

Use this page to set the discovery protocel for an existing cell. A cell iz & configuration concept, 2
way for an administrator to logically associate nodes according to whatever criteria make sense in
the administrater's organizational environment.

Configuration Local Topology

B wasFhest0iCelldl
B (@ Nedes
= @ wvias7host0iCellManagerdl (ND 7.0.0.00
= B Servers
Bp dmar
= @ ihzncde (Mo versicnl
= E Servers
% webserverdl
= @ vias7host0iNede0l (ND 7.0.0.00
= E Servers
% nodeagent
% serverl
= @ vias7host0iNede0z (ND 7.0.0.00
[l @ Servers
% nodeagent
£ Applications
1 Clusters
0 Mede groups
[3 Core Groups
IEMUTC
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Configuring synchronization

* From the node agent detail page click File synchronization service

=

Node agents

‘ MNode agents » nodeagent > File synchronization service ’

Use this page to configure the file synchronization service. The file synchronization service runs in
the deployment manager and node agent. It ensures that configuration changes made to the call
repository are propagated to the approprizte node repositories.

Configuration

General Properties Additional Properties
¥ Enzble service =t server startup Custom properties

* Synchronization interval
1 minutes

|7 Autematic synchronization

l- Startup synchronization

Exclusions

Apply | oK Reset Cancel
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Remove a node from a cell

* Use removeNode command to remove a node from a cell.
— Restores stand-alone configuration of the node from a backup
— The removeNode command is equivalent to using the Remove Node action
* Use cleanupNode command to force the removal of a node from a
cell.

—Used to clean up a node defined in the cell configuration, but no longer exists
—The cleanupNode command is equivalent to using the Force Delete action

Nodes

Use this page to manage nodes in the application server environment. A node corresponds to & physical computer
system with = distinct IP host address. The following table lists the managed and unmanaged nodes in this cell.
The first node is the deployment manager. Add new nades to the cell and to this list by clicking Add Node.

Preferences

Add Node ‘ Remove Mode Farce Delete Synchronize Full Resynchronize | Stop |

El=lEE

Select| Name

Host Name J; Version I} Discovery Protocol [ | Status g

You can administer the following resources:

r ihsnode was7host01 Not applicable TCP

vias7host0iCellManager0l | was7host0l ND 7.0.0.0 TCP arh
| vas7host01Nodell was7host01 ND 7.0.0.0 TCPR =]
| vas7host01Nodelz was7host01 ND 7.0.0.0 TCPR =]
Total 4
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Synchronization

* Synchronize

— Uses the normal synchronization optimization algorithm
— Node and cell configuration may still be out of synchronization after operation
* Full Resynchronize

— Clears all synchronization optimization settings
— No mismatch between node and cell configuration

Nodes

Use this page to manage nodes in the application server environment. & node corresponds to a physical computer
system with a distinct IP host address. The following table lists the managed and unmanaged nodes in this cell.
The first node is the deployment manager. Add new nodes to the cell and to this list by clicking Add Node.

Preferences

Add Node | Remove Node Force Delete i Synchrenize Full Resynchronize _DStop |

El=icElE

Select| Name & Host Name Version 3 Discovery Protocol 3 | Status )

¥ou can administer the following resources:

r ihsnode was7host01 Not applicable TCP

was7host0iCellManagerdl | was7hostol ND 7.0.0.0 TCP [
r was7host01Node01l was7host01 ND 7.0.0.0 TCR [
r was7host01Node02 was7host01 ND 7.0.0.0 TCR [
Total 4
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Checkpoint

1. Which managed processes can be part of a cell?
A. Deployment manager
B. Node agent
C. Load balancer
D. Application server

2. Which profiles can be created using the Profile Management Tool?
A. Load balancer profile
B. Custom profile
C. Plug-in profile
D. IBM HTTP Server profile

3. All application servers have a corresponding node agent.
A. True
B. False
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Checkpoint solutions

1. Which managed processes can be part of a cell?
A. Deployment manager
B. Node agent
D. Application server

2. Which profiles can be created using the Profile Management Tool?
B. Custom profile

3. All application servers have a corresponding node agent.
B. False
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What is workload management (WLM)?

*Sharing requests across multiple application servers

*Configuration options that improve:
—Performance — improve response time for requests
—Scalability — grow capacity as the number of users increases

—Load balancing — allocate workload proportionately among available
resources

—Availability — applications are still available if a server fails
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What can be workload managed? (1 of 2)

HTTP server
jpi-ici

gl

HTTP
requests

lug-in
HTTP server

=]

Load balancer

Servlet WebSphere Application Server

requests HTTP server Web

—*| container

Sphere Application Server

\ Web

container

lug-in
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What can be workload managed? (2 of 2)

EJB
requests

Web IHOP EJB
container container
Web loP__ | EJB
container | container
4
Java
client

© Copyright IBM Corporation 2009

WebSphere
Application
Server

WebSphere
Application
Server



Clusters

Create a cluster by
using an existing
server (or create a

Install applications

Create cluster
members

!

Cluster member

blank cluster)
WebSphere
Application @
Server or make other
changes
|m——mmmmmm—
1 1
1
' Template |
v v
Cluster member Cluster member
1 2
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Configurations — vertical scaling

* May provide better performance with multiple CPUs
* Provides process level failover

Computer A

P e

Cluster member
1

HTTP server

Cluster

Cluster member

—— - —— - —— [ep—

Plug-in
configuration ' ,

S =

______________________
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Configurations — horizontal scaling

» Supports machine failover

HTTP server

Computer B

Cluster member
2

Cluster member
1

- ———
= —— -

________________________________________________________
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Configurations — vertical and horizontal scaling

- Performance and failover Computer A _____________

1/ \
o2 Eger: Cluster member
1

Cluster member
2

HTTP server

Cluster

Plug-in Computer B

Cluster member
3

Cluster member

Node agent )
\ //

-
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WebSphere session affinity

Clone ID

JSESSIONID=00018320953:123

[&]

Web client

Load
balancer

HTTP
servlet
321 Cluster member
123 req uestsy, 1
HTTP server 345 oo 321
476 o

HTTP server 123 e

v

Cluster member

Plug-in ‘e,

le=— Clone ID

321 "&

345

Cluster member
4

476 4
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Checkpoint questions

1. A WebSphere cluster member is what type of process?
A. An application server
B. A Web server
C. An edge server
D. A proxy server
2. The creation of a cluster can be based on which of the
following?
A. An application
B. An application server
C. An enterprise application
D. An application manager
3. Having session affinity means that session information is not
lost during failover.
A. True
B. False
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Checkpoint solutions

1. A WebSphere cluster member is what type of process?
A. An application server

2. The creation of a cluster can be based on which of the
following?

B. An application server

3. Having session affinity means that session information is not
lost during failover.

B. False
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Security
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WebSphere Application Server security overview

=Security can be applied
at differint levels i WebSphere THTML
resources *]SPs, servlets, EJBs

WebSphere security

Security APIs

File system security

OS security

Network security

Physical security
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WebSphere security service — big picture

e Security service runs locally in each process (deployment

manager, node agent, and application server)
— Security workload not bottlenecked to a single process
— Security service failure only affects a single process

e Separation of authentication mechanism and user registry

O lj Deployment manager

Security
Service

Administrator

Node agent

_ : Security
Configuration service
Security \4
service \A
Application Server

A Application Server
Security
service

Configuration

Node agent

Application Seryer

Security
service

Security

service

User | ’ Configuration
registry

Configuration

© Copyright IBM Corporation 2009



Types of security

e Administrative security

— Protects things such as administrative console, wsadmin, scripts
e Application security

— Protects access to the applications
e Java 2 security

— Protects the local systems

E Administrative security ’

¥ Ensble sdministrative security

Administrative user roles

Acministrative group reles

Administrative suthentication

‘ Application security ’

[T Enzble zpplication security

< Jawva 2 security )
Use Java 2 security to restrict application access to local resources

T warmif zpplications are granted custom permissicns

I- Restrict access to rescurce authentication data
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Administrative security

e Protects administrative console, scripts, wsadmin, and others

e Access can be restricted through the use of:
— Administrative roles
— Fine-grained access (new as of version 7)

=10] |

Integrated Solutions Console : ) ; ,
Program FilestIBMywWebsphereyAppServeryprofilesyprofilelybin:stoplode. bat

U01161: Tool information is being logged in file C:“Program

User ID: r.log

I\.'-azadrnin U0128I: Starting tool with the profilel profile

Baacverdl U3100I: Reading configuration for server: nodeagent

[eesncaceae Login at the Target Server 5 x|

Enter login information for <default>

Realm/Cell Hame

User ldentity [wasadmin |

User Password [ |

o Command Prompt - wsadmin -username wasadmin

Log in to the console. FileshIBMywWebspheresAppServeriprofilesiprofilel’logsinodeagentiystopse

vProgram FileshIBMWwWebhSpherehfppserveryprotilesiDmgrProfilebbi npwsadmin -user
e wasadmin -password weblsphere

P EDHHEE‘tDr‘; The type of process 1s: DeploymentManager
8Sx7029I: For help, enter: "$Help help"
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Application security

e Enables security for the applications in your environment
e Provides application isolation and requirements for
authenticating application users
— Security constraints protect servlets
— Method permissions protect EJBs

Please login

User ||

Password I

[o50] @
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Basic steps

e|n order to implement security, several things are required:
—Authentication — who are you?
—Authorization — what are you allowed to do?

Web AO0

container (\7,3‘\
p
EAR file
service
Qp 1.
EJB ‘0n
container Ej

Configuration

User
registry

© Copyright IBM Corporation 2009



User registry support

eSome of the user registries supported by WebSphere Application

Local OS LDAP

NT Domain, NT WorkGroup, Windows IBM Tivoli Directory Server

AIX IBM SecureWay Directory Server
Sun Java System Directory Server

Solaris
IBM Lotus Domino

HP-UX
Microsoft Active Directory

Linux Novell eDirectory

0S/400 Custom

(requires addition configuration)
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Federated repositories

3
e The installation wizard and
profile management tool have Federated
a default of enabling registry
administrative security. \.‘ LDAP1 | | LDAP2 |

— The default repository type is a
file-based federated repository.

e Federated repositories enables the use of multiple repositories with

WebSphere Application Server.

— Can be:
* File-based

Single LDAP

Custom registry

Database

Multiple LDAPs

Sub-tree of an LDAP.

— Defined and theoretically combined under a single realm.

— All of the user repositories that are configured under the federated repository
functionality are invisible to WebSphere Application Server.

e Federation capabilities provided by the VMM (Virtual Member Manager)
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Custom registry

eAllows custom implementation of user registry

eSome possible implementations:
— Database
— Flat file
— OS-based, with additional custom logic
— Use other, not directly supported, registries
e\WebSphere provides:
— Base types
* Implementing classes extend the
com.ibm.websphere.security.UserRegistry class
— Working sample implementation
» com.ibm.websphere.security.FileRegistrySample
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Authentication mechanism — LTPA

e Allows a user's identity to be passed
around the distributed network

WebSphere Application Server
9. Pass token over

secure association
1. Request 8. Pass user credentials (token) to

> EJS when invoking methods on EJBs

EJB

2. Challenge user for server

authentication EJB
\:] < server
e R —
=7 A

authenticates

[
»

7. Create authToken cookie;
serve the request

&
<«

4. Authenticate
(authentication data)

6. Issue
authentication
token

5. Verify user ID and password
using LDAP user registry

Security service

Stored User
Information
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Console security

e Defines which roles have access to the administrative tools

— Monitor: Least privileged; allows a user to view the WebSphere configuration and
current application server state

— Configurator: Monitor privilege plus the ability to change the WebSphere
configuration.

— Operator: Monitor privilege plus the ability to change runtime state, such as
starting or stopping servers

— Administrator: Operator, configurator, and iscadmins privilege, plus additional
privileges granted solely to the administrator role, such as:
* Modifying the primary administrative user and password
* Mapping users and groups to the administrator role

* Enabling or disabling administrative
and Java 2 security

|:| Security
@ Check oo c===----- >

Administrative
console

Administrator

Configurator Operator

> Application

server

C:\> wsadmin
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Console security — creating users and groups

e To set up console security Mansge Users

— Turn on administrative security
— Create console users and groups

* Done in which ever user registry [o==rto =] 100
is being used

—

Search for Users

| View: Ii.ll tasks B3| |

welcome

Guided Activities
Servers Page 1 of 1 Total: 0
B Applications
Manage Grou

Services g B
Resources
Search for Groups
Security

-
) G o= Search by #Search for ¥ Maximum results

IGrcup name Vl * 100

Comm Yoo |

System administraticn

Bl users and Groups

Administrative userfles

Monitoring and Tuning

B Troublesheoting
Service intsgration
Page 1 of 1 Total: O
upDI
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Console security — mapping users and groups

e To set up console security
— Turn on administrative security
— Create console users and groups
— Map users and groups
to administrative roles

Administrative user roles

| View: Ii.ll tas

lcome

Guided Activities

Use this page to add, update
roles to users enzbles them t
through wsadmin scripting.

B Applications
Services LC,N—IE( e |’ Remove

Resources

Servers

Security
Enviranment
System administration

Administrative group roles
Bl Users and Greups

through wsadmin scripting.

Remove

Administrative user roles > Usar

Use this page to add, update or to remove administrative]
rol rz enzbles them to administer zpplication ser|
dmin scripting.

Admin Security Manager
Administrator
Auditor

Configurstor =

Search and Select Users

Decide how many results to display. enter a search string
Select users from the Available list and add them to the N
zlready been mzpped to 2 role vill not be returned in the

tring
—

Maximum results to display [20

Available Mapped to role

[Administrative group roles

Us
rol
through veadmin scristing.

Use this page to 2dd, update
roles to groups enables them

Menitering and Tuning

B Troublesheoting

Service integration

uDDI
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Admin Security Mznager]
Administrator

Administrative group roles > Group

Auditor
Configurator [=

7 Select fram spacizl subjects

this page to add, update or to remove administ]
to groups enzbles them to administer applicati

UTHENTICATED

* Map Groups

Daci
Selact groups from the Av

Search string

Specified Below

= how mzny rezults to dizpl

Maximum results to display

=

¢ enter = sazrch

and zdd them

already been mapped to 2 role vill not be returned




Authorization

e Authorization involves granting trusted principals permission to perform
actions on resources (Web pages, servlets, JSPs, and EJBs)
e Control access to resources
— Security lookup (by server)
» Determine security privileges for principal
+ Information stored in registry
— Rule enforcement (by server)
* Obtain rules from registry
» Given privileges of principal and rules, determine access

opY??? Rules
userX, opY DE
\j > userX??

client server

© Copyright IBM Corporation 2009



Security roles — application authorization

eAuthorization is performed using the

security roles

— Specify security at an abstract level
without knowledge of actual users and
groups

eSecurity roles are then applied to the
Web and EJB application

components
—Web URIs or EJB methods

eBinding of the users and groups to
the security roles is usually done at

the application installation time
— Can be done post-installation as well

© Copyright IBM Corporation 2009
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Web module

JSP,

servlets HTML

EJB module
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security
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Binding
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Securing application artifacts

)

Managér,

Teller ™.

Security
roles

Method permissions
and security
constraints

Security
permissions

Usually by
assembler

or

developer
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Securing mapping roles

G-

Clients

Actual
users and

Jack@\

Security
binding

Usually by
deployer

groups

~_ | U

Teller ™.,

Security
roles

Manageét.,

ﬁf@@ﬁ |
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Java security overview

eProtects the system from the
applications
eProvides an access control mechanism
to manage the application’s access to
system level resources
— File I/0O, network connections (sockets),
property files, and so forth
— Policy-based
ePolicies define a set of permissions
available from various signers and code
locations
— Stored in policy files
e All Java code runs under a security
policy
— Grants access to certain resources
eCan be turned on or off independently of
administrative security

Java
Class

JVM

Protection Domain

Security Manager

Access Controller

System
Resource

Java Security
Permissions

\2

Java 2
Policy
Files

I 4

eJava code needs access to certain

system resources

eJava code needs to get the
permission from Java 2 access control
eAccess control looks at the Java 2
policy files to determine if the
requesting Java code has the

appropriate permission
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Enabling Java 2 security

e Can be enabled and disabled independently of administrative and
application security

e Java 2 security provides a policy-based, fine-grain access control
mechanism that increases overall system integrity by checking for
permissions before allowing access to certain protected system

resources

Global security

Use thiz panel to configure administration and the default application security policy. This security configuration
pelicy for all administrative functions and is used as & default security policy for user applications. Security dom
override and customize the security policies for user =pplications.

| Security Configuration Wizard I Security Configuration Report

Administrative security Authentication

. . . 22mini ive userrels Authenticati chanizms
¥ Enzble 2dministrative security Acminizstrative uzer reles uthenticstion meachani=ms =n

Administrative greup reles

—CILEMEME foup TREs & | Tos
Acministrative authintlcatlcn

 \erberos 2nd LTPA

Application security (This function is currently
IEM Support site for poss
¥ Enable zpplication security updates.)

Kerberas configuration
Java 2 security Authentication cache settings

I7 Use Java 2 security to restrict application access to local rescurces Web and SIP security

[T warn if =pplicstions =re granted custem permissions
! PR g B RMI/IIOP security

I_ Restrict access to resource authentication data

Javz Authentication and Au
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Checkpoint questions

1. Which type of security restricts access to the application?
A. Administrative security
B. Application security
C. Java 2 security
D. File system security

2. Which type of security restricts access to the operating
system?
A. Administrative security
B. Application security
C. Java 2 security
D. File system security

3. Which type of security restricts access to the console?
A. Administrative security
B. Application security
C. Java 2 security
D. File system security
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Checkpoint solutions

1. Which type of security restricts access to the application?
B. Application security

2. Which type of security restricts access to the operating

system?
C. Java 2 security

3. Which type of security restricts access to the console?
A. Administrative security
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